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Onpenesenus

B HaCTOAIICM JOKYMCHTC HCIIOJIB3YIOTCA CICAYIOINUC TCPMHHBI U UX OIIPCACIICHHA.

ABTOMaTl/I3l/IpOBaHHaH CUCTEMA — CUCTCMA, COCTOAIIAA U3 IICPCOHAJIA 1 KOMILICKCA
CpPCICTB aBTOMaTHU3allnuun €ro ACATCIIBHOCTH, pcalin3yroniasa I/IH(I)OpMaHI/IOHHYI-O
TCXHOJIOT'UIO BBITIOJIHCHUS YCTAHOBJICHHBIX Q)YHKHI/Iﬁ

AYTeHTH(l)HKa]_[Hﬂ OTIIPpABHUTE]AA JdaHHBIX — TIIOATBCPKIACHUC TOIr0, 4YTO
OTIIPABHUTCIIb ITOJTYUCHHBIX JAHHBIX COOTBCTCTBYCT 3ajABJICHHOMY.
be3onacHocTh MEPCOHAJIBHBIX JAHHBIX - COCTOAHUC 3aIMUIIICHHOCTHU

MEPCOHAIBHBIX JAHHBIX, XapaKTEPU3yeMO€ CIIOCOOHOCTHIO MOJIb30BATENICH, TEXHUYECKUX
cpenactB U MHOOPMAIIMOHHBIX  TEXHOJOTMH  o0ecneduTh KOHQPUIACHIIMATBHOCTD,
LEJTOCTHOCTh M JOCTYNMHOCTh MEPCOHAIBHBIX JAHHBIX TpU HUX 00paboTKe B
UH(OPMAITMOHHBIX CUCTEMaX MEePCOHAIBHBIX JIAaHHBIX.

Buomerpuveckue nepcoHa bHbIe JaHHbIE — CBEICHUS, KOTOPBIE XapaKTEPU3YIOT
(bU3M0IOrNYeCKre 0COOEHHOCTH YEJIOBEKa U HA OCHOBE KOTOPBIX MOKHO YCTAaHOBUTH €I0
JUYHOCTh, BKIIOYas ¢oTorpaduu, OTIEUAaTKH MalblieB, o0pa3 ceT4YaTKu TJiasa,
0COOCHHOCTH CTPOCHHMS Tejla U APYTYI0 NoA00HYI0 HHPOPMAIIHUIO.

BiokupoBanue mnepcoHANbHBIX JAHHBIX — BPEMEHHOE IpEKpalleHue coopa,
CHUCTEMaTU3allui, HAKOIUJICHUS, WCIOJIb30BaHUsA, pPACHPOCTPAHEHUS, MEPCOHAIBHBIX
JIAHHBIX, B TOM YKCJIC X MEepe/layuu.

Bupyc (koMnbHTEepHBbIH, IPOrPAMMHBIIT) — HCIIOJIHSIEMBbIN POTPAMMHBIN KOJ WU
MHTEPIPETUPYEMBIN Habop WHCTPYKIHM, oOJaaronuit CBOMCTBaMU
HECAHKIIMOHUPOBAHHOTO  pPACHpPOCTpaHEHHs U  camoBocmpousBeaeHus. Co3gaHHbIE
TyOIUKaThl KOMIIBIOTEPHOTO BUpYyCa HE BCEr/la COBMAAAIOT C OPUTHHAIOM, HO COXPaHSIOT
CIIOCOOHOCTH K AaJIbHEHILIEMY PACIPOCTPAHEHHUIO U CAMOBOCIIPOU3BEICHHUIO.

BpenonocHas mporpamma — mnporpamma, npeaHa3HaueHHas JUIsi OCYILECTBICHUS
HECAHKIIMOHUPOBAHHOTO JOCTyINa U (WJIM) BO3ACHCTBUS HA MEPCOHAIbHBIC JaHHBIC WU
pecypchl HUHGOPMAITMOHHON CUCTEMBI MEPCOHANIBHBIX TAHHBIX.

BcnomorareabHbIe TEXHHYECKHE CPEICTBA U CHCTEMbI — TEXHUYECKHUE CPEICTBA U
CHUCTEMBI, HE TpEJHA3HAUYCHHbIC IJIs TMepeaadd, 00paOOTKH M XpaHEHUsS MEePCOHATBHBIX
JAHHBIX, YCTAHABJIMBAE€MblE COBMECTHO C TEXHHYECKHUMHU CpPEJICTBAMU M CHCTEMaMH,
MpeIHAa3HAYCHHBIMUA 11 0OpaOOTKM TEPCOHANBHBIX JIaHHBIX WM B TOMEIICHUSAX, B
KOTOPBIX YCTAaHOBJIEHBI HH(POPMAIIMOHHBIE CUCTEMBI TIEPCOHAIBHBIX JaHHBIX.

JocTtyn B omepauMoHHYK cpeay KOMIbHTepa (MHPOPMALMOHHON CHUCTEMBI
MEePCOHAIBHBIX JAHHBIX) — MTOJIY4YE€HHE BO3MOXKHOCTH 3aITyCKa Ha BBITIOJHEHUE IITATHBIX
KOMaHJ, (QYHKIHI, TPOLEayp OINEpPallMOHHOW CHCTEMbl (YHUYTOXKEHHUS, KOIMPOBAHUSA,
NepeMenieHns W T.1.), HUCHOJHSAEMBIX (ailioB mpuKIamHbIX mporpamm. JlocTym K
uH(popMaIu — BO3MOXKHOCTD MOTyYeHHs] HHOOPMALIMK U €€ UCTIOJIH30BaHMUS.

3aK/a/IouHOe YCTPOMCTBO — DJIEMEHT CPEJCTBa CheMa HH(POPMAIMH, CKPHITHO
BHEJIPSIEMbIil (3aKJIabIBAEMBIN HJIM BHOCUMBIN) B MECTa BO3MOKHOI'O CheéMa UH(pOpMaluu
(B TOM umMclie B OrpaxIeHHUE, KOHCTPYKIHIO, O0OpyAOBaHHE, MPEIMEThl HHTEpbEpa,
TPAHCIIOPTHBIE CPEJCTBA, a TAaKKE€ B TEXHUUYECKHE CPEICTBA W CHUCTEMBI 00pabOTKH
uHpopmarun).



3amumaemas uHpopManmuss — HUHPOpMALUS, SBISIOWIASACA — MPEIMETOM
COOCTBEHHOCTH M TMOAJIEXKAIasi 3aIlIUTe B COOTBETCTBUU C TPEOOBAaHUSIMHU IPABOBBIX
JIOKYMEHTOB WJIM TPEOOBAHUSIMH, YCTAaHABIMBAEMBIMU COOCTBEHHUKOM MH(}OpMaIuu.

Nnentudgukanus — npucBoeHne cyobekTaM u 00beKTaM JA0CTyIa UAeHTU(PUKATOpa
U (UIM) CpaBHEHHE MPEABABISIEMOr0 HWJECHTU(UKATOpA C TMEPEYHEM MPUCBOCHHBIX
UJCHTU(HUKATOPOB.

NHpopMaTUBHBI CUTHAJ —  DJEKTPUYECKHE  CHUTHAJIBI, AKYCTHUYECKHUE,
AJIEKTPOMArHUTHBIE U Jpyrue (pusanyeckue moJis, 1Mo rnapaMmerpamM KOTOPBIX MOXKET OBITh
packpbiTa KoH(pUaeHIIMaIbHas nHGopMaIus (IepcoHalbHbIE TaHHBIE) 0OpabaThiBaeMas B
UHGOPMAIIMOHHON CHCTEME MEPCOHANBHBIX JTaHHBIX.

Nudopmanuonnass cucreMa  nepcoHadbHbIX  gAaHHbix (MCITIH) -
uH(OpPMAIIMOHHAsT CHUCTEMa, MPEJCTaBIAomas co00 COBOKYIHOCTh NEPCOHAIBHBIX
JAaHHBIX, COJEpIKaIIMXCs B 0a3e JaHHBIX, a TaKKe HHPOPMAIMOHHBIX TEXHOJOTUH U
TEXHUYECKUX CPENICTB, MO3BOJSIOUIMX OCYIIECTBIATH 00paOOTKY TaKMX IMEPCOHAIBHBIX
JAHHBIX C HCIIOJIb30BAHUEM CPEACTB ABTOMATH3alMU WIH 0€3 MCIOJb30BaHUS TaKUX
CPEACTB.

NudopmanuoHHbIe TEXHOJOTMU — MPOLECCHI, METOABI TOMCKA, COOpa, XpaHEHUS,
00paboTKH, MpeOCTaBICHUS, paCIPOCTPAHEHHUSI HHPOPMAILIMK U CLIOCOOBI OCYILECTBICHUS
TaKHUX IIPOLIECCOB U METOOB.

Hcnoab3oBanue NepCcOHAJBHBIX JAaHHBIX — JelcTBus  (omepauuu) C
NIEPCOHAIIBHBIMU JIAHHBIMH, COBEPILAEMBIE OIIEPATOPOM B LIEJISAX NPUHIATHUS PELICHUN WIN
COBEPILEHUS UHBIX ACHUCTBUMN, TOPOXKAAOMIMX FOPUINYECKUAE TTOCIEACTBUS B OTHOILICHUU
CcyOBeKTa MEePCOHANIBHBIX JAHHBIX WX APYTHUX JIKL JTUOO UHBIM 00pa3oM 3aTparMBaroIMX
npaBa U cBOOOABI CyOBEKTa NEPCOHAIBHBIX JAHHBIX WM JPYTHX JIULI.

HcTtounuk yrpo3sl Oe3omacHoctd HUHpopMauuMu — CyOBEKT JIOCTYIIA,
MaTepuaIbHbI 00BEKT WK PU3NUECKOE SIBIICHUE, SBIISIOIIUECS TPUUNHON BOSHUKHOBEHUS
yrpo3bl 0€30MaCHOCTU MH(OpMALUY.

Kontpoaupyemass 30Ha — NpOCTPAHCTBO (TEppUTOpHUA, 3[JaHUE, YACTh 3JaHUS,
MOMEILEHHUE), B KOTOPOM UCKIIIOYEHO HEKOHTPOJIMPYEMOe peObIBaHNE TOCTOPOHHUX JIUL,
a TaKXe TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MAaTEPUAIbHBIX CPEJICTB.

KonduaeHunaabHOCTh NEPCOHAIBHBIX JAHHBIX — 0053aTEILHOE JIs1 COOJIOICHUS
ONEpaTOpOM HWJIM MHBIM IOJYYMBIIMM JIOCTYl K IE€PCOHAJIBHBIM JAaHHBIM JIMLOM
TpeOOBaHKE HE JIONMYCKaTh MX paclpoCTpaHeHHe Oe3 coryiacus cyObeKTa MepPCOHATbHBIX
JAHHBIX WIX HATAYUS UHOTO 3aKOHHOI'O OCHOBAHMUSI.

MexceTeBOil 3KpaH — JIOKaJIbHOE (OJHOKOMIIOHEHTHOE) WM (PYHKIIMOHAJIBHO-
pacrpene’eHHoe MporpaMmMHoOe  (MMPOrpaMMHO-aNmnapaTHOE) CPEACTBO  (KOMIUIEKC),
peanu3yroliee KOHTPOJb 3a HHpopMaluei, mocTynarumeil B HHPOPMAIMOHHYIO CUCTEMY
NEPCOHANIBHBIX JAHHBIX U (WJIM) BBIXOJAIIEH U3 HHPOPMAITMOHHOM CHUCTEMBI.

Hapymureas 0e30nacHOCTH NEPCOHATBHBIX [JAHHBIX — (U3HUECKOE JIHIIO,
CJIy4ailHO WJIM NPEIHAMEPEHHO COBEPILIAIOIIEE NEUCTBUSA, CIEACTBUEM KOTOPBIX SIBJISIETCS
HapylieHue Oe30MaCHOCTH MEPCOHAJIBHBIX JAHHBIX MPU HUX O0OpadOTKE TEXHUYECKUMU
cpeacTBaMu B MH(POPMAIIMOHHBIX CUCTEMaX MEPCOHANbHBIX JaHHBIX.

HeaBromaTusupoBanHasi o00padoTka NepPCOHAJBHBIX [JaHHBIX — 00paboTka
NEPCOHANBHBIX JTAaHHBIX, COJAEPKAIIMXCA B HMH(POPMAIIMOHHOM CHCTEME MEepPCOHAIBHBIX
JAHHBIX JIMOO W3BJICUEHHBIX M3 TaKOM CHUCTEMbI, CUYUTAETCS OCYILIECTBIECHHON 0e3



UCIIOJIb30BAHUS CPEACTB aBTOMATHU3aIlMU (HEABTOMATU3UPOBAHHOM), €ClIM TaKue JeHCTBUS
C MEPCOHAIBHBIMU JIaHHBIMHM, KaK WCIOJIb30BaHUWE, YTOYHEHHE, PaCIpOCTPaHEHUE,
YHUYTOXKEHUE TIEPCOHANIBHBIX JIaHHBIX B OTHOIIEHUHM KaXJOro U3 CyOBEKTOB
NEPCOHANIBHBIX JAHHBIX, OCYLIECTBIISIOTCS IPU HEMTOCPEICTBEHHOM YYaCTHH YEJIOBEKA.

HenexksapupoBaHHbie BO3MOKHOCTH — (DYHKIIMOHATBHBIE BO3MOXKHOCTU CPEACTB
BBIYMCIIUTEIbHON TEXHUKH, HE ONHCAHHBIE WJIM HE COOTBETCTBYIOIIHME OINHCAHHBIM B
JIOKYMEHTAIINH, npu HCIIOJB30BaHUU KOTOPBIX BO3MOYKHO HapyllIEeHHE
KOH(UIEHIIUATbHOCTH, IOCTYITHOCTH WJIM 1IEJIOCTHOCTU 00pabaThiBaeMO HH(POPMALIUH.

HecaHKUMOHUPOBAHHBIN 10CTYN (HECAHKIMOHUPOBAHHBIE AefiCTBUS) — IOCTYI
K uH(OpMaIuu Wi ACUCTBUS ¢ MH(pOpMAaIMel, HapylIIaronme MpaBuiia pa3rpaHudeHUs
JIOCTYIa C UCIOJb30BAHUEM IITATHBIX CPENCTB, MPEIOCTABISIEMbIX WH(OPMAIIMOHHBIMU
CHUCTEMaMU MEePCOHATbHBIX TAHHBIX.

Hocurtenbs ungopmanuu — $uzndeckoe JIMIO WIK MAaTepUaIbHBIM 00BEKT, B TOM
yucie (uanyeckoe moJie, B KOTOpOM HHGOpMAIUS HAXOJUT CBOE OTPAKEHUE B BUJIC
CHUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHHA M MPOLECCOB, KOJUYECTBEHHBIX
XapaKTePUCTUK (PU3UUECKUX BEIIMYHUH.

O0e3IMYuBaHuE TMEPCOHAJIBHBIX JTAaHHBIX — JICUCTBUS, B PE3yJIbTaTe KOTOPBIX
HEBO3MOXHO ONPEACIINTh MPUHAIICHKHOCTh MEPCOHAIBHBIX JIAHHBIX KOHKPETHOMY
CyOBEKTY MEePCOHANIbHBIX JIAHHBIX.

O0padoTka nepcoHAJBLHBIX JAHHBIX — JCHCTBUS (OINepalnuu) ¢ IePCOHATbHBIMU
JAHHBIMHM, BKJIIOYass cOOp, CHUCTEMAaTU3allMI0, HAKOIUJICHWE, XpaHEHHEe, YTOYHEHUE
(oOHOBIICHUE, U3MEHEHHUE), MCIIOJIb30BAaHUE, PACIPOCTPAHECHUE (B TOM YHUCIIE Mepeaady),
o0e3nnurBanue, OJOKMPOBAHKUE, YHUUYTOXKEHUE IEPCOHATIBHBIX JaHHBIX.

OO0menocTynHpie NMepPCOHANbHbIE JaHHbIE — TEPCOHAIbHBIE JAHHbBIC, JTOCTYN
HEOTPAHWYEHHOTO0 Kpyra JMIl K KOTOPbIM TMPEJOCTABIEH C COrjacusi CyObekTa
MEPCOHANIBHBIX JAHHBIX WM Ha KOTOPHIE B COOTBETCTBUU C (efepaibHBIMU 3aKOHAMU HE
pacnpocTpaHsieTcst TpeOboBaHue COOIIOACHUS KOHPUIECHIIUATIBHOCTH.

Omneparop (mepcoHAJBHBIX JAHHBIX) — TOCYIaPCTBEHHBIN OPraH, MyHHUIIMIAIbHbIN
opras, IOpUIUYECKOe WK (U3UUECKOE JIUIIO, CAMOCTOSITEIbHO UM COBMECTHO C JIPYTUMU
JUIAMHU OPTaHU3YIONIUE U (UJTK) OCYIIECTBISAIOMME 00pad0TKy MepCOHAIBHBIX JIaHHBIX, a
TaKXKe OMPEJEIAIoNue 1Meid 00pabOTKH MEePCOHANBHBIX JaHHBIX, COCTAB MEPCOHATBHBIX
JMAHHBIX, TOJJIeXKANMX 00paboTke, JeicTBUA  (Oomeparuu), COBEpIIAaEMbIE C
MepCOHATBLHBIMU JAHHBIMHU.

Texnnuyeckue cpeacrea HUHPOPMALMOHHOH CUCTEMbI MEPCOHAIBHBIX JAHHBIX —
CpeACTBAa BBIYMCIUTEIHHON TEXHUKH, WHPOPMAITMOHHO-BBIYUCIUTEIBHBIE KOMIUIEKCH U
CETH, CPEJICTBA U CHCTEMBI mepenadn, npuema u oopadotku I1JH (cpeacTBa u cUCTEMBI
3BYKO3allUCH, 3BYKOYCHUJICHUS, 3BYyKOBOCITPOU3BEICHUSI, IIEPETOBOPHBIE U TEJIEBU3UOHHbIC
YCTPOMCTBA, CPEICTBA U3TOTOBJICHUS, TUPAKUPOBAHUS IOKYMEHTOB U APYTUE TEXHUUECKUE
cpenctBa 00pabOTKM  pedeBoi, Tpaduyeckod, BHUACO- ©  OYKBEHHO-IIM(PPOBOU
uH(dopMaIuu), MPOrPaMMHBIE CPEJICTBA (ONEPALIMOHHBIE CUCTEMbI, CUCTEMBI YIIPaBICHUS
0azaMyM JaHHBIX W T.0.), CpEACTBa 3allMThl HMHPOPMALMM, TPUMEHSIEMbIE B
WH()OPMAITMOHHBIX CUCTEMAX.

IlepexBar (uHpoOpManmMu) — HEOpaBOMEpHOE TNOJNy4YeHHE HWHPOPMALMU C
UCIOJIb30BAaHUEM TEXHHUYECKOTO CPEACTBA, OCYILECTBISIOUIETO OOHApYyXXEHUE, MPUEM U
00pabo0TKy MHPOPMATUBHBIX CUTHAJIOB.



IlepconanbHble OaHHBbIE — JI00as HMHPOpPMALUS, OTHOCSIIASCS K MPSAMO WM
KOCBEHHO ONpEJEICHHOMY WU oOmpeaensieMoMy (u3nueckoMy JuIy (CyOBeKTy
MEPCOHANIBHBIX JIJAHHBIX), B TOM 4YHclie ero (haMuivs, uMs, OT4€CTBO, TOJl, MECSI, JaTa U
MECTO POXKIEHUS, aJpec, CEMENHOE, COLHMAIBHOE, HWMYIIECTBEHHOE II0JIOKECHHE,
oOpazoBanue, npodeccusi, 10X0/Ibl, Ipyras uHGopMaIus.

I1o60o4HbBIEe 3JIEKTPOMATHHUTHBIC M3JIYYCHUSI M HABOAKH — BJIECKTPOMArHUTHBIC
U3TY4YEHHUS] TEXHUYECKUX CPEJICTB 00paOOTKHU 3alHiaeMoil nH(OpMAaIUY, BO3HUKAIOIUE
KaK MOOOYHOE SBJICHUE U BBI3BAHHBIE AIEKTPUUECKUMU CUTHAJaAMU, JEHCTBYIONIUMH B HX
IEKTPUUECKUX U MATHUTHBIX LIETSIX, @ TAKXKE 3JEKTPOMArHUTHBIE HABOJKU 3THUX CUTHAJIOB
Ha TOKOMPOBOJSIINE JIMHUN, KOHCTPYKIIUHU U LIETH TUTAHUS.

IMouTHKA «YHUCTOTO CTOJIA» — KOMIUIEKC OpPTraHU3AIlMOHHBIX MEPOIPUSTUH,
KOHTPOJIUPYIOIIUX OTCYTCTBHE 3alMCBhIBAHMS Ha OyMa)KHbIE HOCUTEIM KIIOYeHd U
aTpuOyTOB OCTYyMA (MapoJiei) U XpaHEeHUs1 uX BOJIU3U OOBEKTOB JIOCTYIIA.

[Hoab30Baresb HHPOPMALMOHHOM CHUCTEMbI NMEPCOHAJIBHBIX JAHHBIX — JIHIO,
y4acTBymoIIee B (yHKIIMOHUPOBAHUHU MH(OPMAILIMIOHHON CUCTEMbI IEPCOHATBHBIX JAHHBIX
WIH HUCIIOJIb3YIOLIEE PE3yibTaThl €€ (PYHKIIMOHUPOBAHUSI.

IIpaBusa pa3rpaHnyeHusi AOCTYNA — COBOKYITHOCTb MPABHJI, PETJIAMEHTUPYIOIIHNX
paBa JocTyna CyObeKTOB JOCTyNa K 00bEKTaM J10CTyIa.

IIporpammHas 3akjiaka — KOJI IpOrpaMMbl, NPEAHAMEPEHHO BHECEHHBIN B
IporpaMMmy C LEJIbI0 OCYLIECTBUTh YTEUKY, H3MEHHUTb, OJIOKMPOBATb, YHUUYTOKUTH
uHQOpPMAIMI0O WM YHUYTOXKUTh U MOIU(UIIMPOBATH MPOTPaMMHOE OOecTeueHue
MH(POPMAIITMOHHOW CUCTEMBI MEPCOHATBHBIX JaHHBIX W (MM) OJIOKUPOBAThH ammapaTHbIC
CpencTna.

IIporpammHuoe (mporpaMMHO-MaTeMaTH4YeCcKoe) BO3/1eiiCTBHE -
HECAaHKIIMOHUPOBAHHOE BO3JIEHCTBHE HA PECYPCHl aBTOMATU3UPOBAHHOM MH(OPMAIIMOHHON
CUCTEMBI, OCYILIECTBIIIEMOE C UCIIOJIB30BAHUEM BPEIOHOCHBIX ITPOTPaMM.

PackpbiTHEe NEePCOHAIBHBIX JAHHBIX — YMBIIUIEHHOE WM CIy4yallHOE HapyIIeHHUE
KOH(DHIEHIIMATTbHOCTH NIEPCOHATIBHBIX JaHHBIX.

PacnpocTrpaHeHne mnepCOHAJBLHBIX [AaHHBIX — JCHCTBUS, HANpaBJICHHbIE Ha
PACKpBITHE MEPCOHATIBHBIX JaHHBIX OMPEACICHHOMY JIUILY WJIH ONPEEICHHOMY KPYTY JIMII,
B TOM unciie 00HapOJOBaHHE NEPCOHANIBHBIX IaHHBIX B CPEICTBAX MacCOBOM MHpOpMAIUH,
pa3MenieHre B MH(GOPMaLMOHHO-TEIIEKOMMYHHUKAIIMOHHBIX CETSIX WM IMpPelOoCTaBICHUE
JOCTYTIA K MEPCOHANBbHBIM JAHHBIM KaKMM-JINOO UHBIM CITIOCOOOM.

Pecypc uMH(pOpPMAUMOHHOW CHCTEMbI — KWMEHOBAHHBIA 3JIEMEHT CHUCTEMHOTO,
OPUKIAJAHOTO WJIM arapaTHOro obecrnedeHus: (yHKIMOHUPOBAHUS HH(OpPMAIMOHHOU
CUCTEMBI.

CneunajibHble KAaTerOpHMu NMEPCOHAIBLHBIX NAHHBIX — MEPCOHAJIbHBIC JTaHHbIE,
Kacarolfecsi pacoBOM, HAIMOHAIBHOW NPUHAMJIEHKHOCTH, MOJUTUYECKUX B3IJISI/IOB,
PEJIUTHO3HBIX WIH PUIOCOPCKUX YOSKIEHUIM, COCTOSIHUS 310POBbS U UHTUMHOM XKU3HU
CcyOBeKTa MepCcoOHaNbHBIX JAHHBIX.

CpencrBa BBIYHMCIMTEIBHONH TEXHHUKHM — COBOKYIIHOCTH IIPOTPAMMHBIX U
TEXHUYECKUX D3JIEMEHTOB CHUCTEM OOpabOTKH JaHHBIX, CIOCOOHBIX (PYHKIIMOHUPOBATH
CaMOCTOSITENIbHO UJIM B COCTABE APYTUX CHCTEM.

Cy0obekTr poctynma (cy0bekT) — JMII0O WIM TMPOUEcC, JEUCTBUS KOTOPOTO
pEeriIaMeHTUPYIOTCS NPAaBUIIaMU Pa3TPaHUYCHHUS JOCTYIIA.



TexHuyecKUl KaHaJ YyYTedkd MHGPOpMAUUM — COBOKYIIHOCTh HOCHTENS
undopmaruu  (cperctBa  o0OpaboTkH),  (Qu3MyUecKOW  cpeapl  pacHpoCTpaHEHUS
MH(OPMATUBHOTO CUTHAJIA U CPEICTB, KOTOPHIMU JOOBIBAETCA 3aluilaeMas nH(popMarus.

TpancrpannyHas nepeaayda nepcoHAJbHBIX JAHHBIX — Mepeaya NePCOHATbHBIX
JAHHBIX OorepaTtopoM uepes ['ocynapcTBeHHyro rpanuiy Poccuiickoit denepanuu oprany
BJIACTH HMHOCTPAHHOTO TOCYNapcTBa, (U3MYECKOMY WIM IOPUAUYECKOMY  JIUILY
MHOCTPAHHOT'O TOCY/1apCTBa.

Yrpo3pl 0e30ImaCHOCTH NMEPCOHAJIBHBIX AAHHBIX — COBOKYIIHOCTH YCJIOBUH U
(baKkTOpOB, CO3JAIONIUX OMACHOCTh HECAHKIIMOHWPOBAHHOTO, B TOM YHCIIE CIy4alHOTO,
JOCTyNa K MEPCOHANBHBIM JAHHBIM, PE3YJIbTaTOM KOTOPOIO MOXET CTaTh YHUUTOXKEHUE,
U3MEHEeHHE, OJOKMPOBAHHUE, KOMMMPOBAHUE, PACTIPOCTPAHEHHUE MEPCOHABHBIX JTaHHBIX, a
TaKK€ MHBIX HECAHKIMOHWPOBAHHBIX NEUCTBUU MpU UX 00paboTke B MHPOPMAIMOHHOU
CHUCTEME NEPCOHAIBHBIX JAHHBIX.

YHUYTOKEHNE NEePCOHAJIBHBIX JAHHBIX — JICHCTBUS, B PE3YyJbTAaT€ KOTOPBIX
CTAHOBHUTCS HEBO3MOXHBIM BOCCTAHOBHUThH COJEPKaHUE TMEPCOHAIBHBIX JIAaHHBIX B
UHD)OPMAIMOHHONW CHUCTEME TEpPCOHANBHBIX JAHHBIX M (WJIHM) B PE3YJIbTaTe KOTOPBIX
YHUYTOXKAIOTCSI MaTEpUaIbHbIE HOCUTEIN IEPCOHATBHBIX JJAHHBIX.

Yreuka (GammmaemMoil) HWHPOpPMANUM MO TEXHHYECKHM KaHAJaM —
HEKOHTPOJIUPYEMOE paclpoCTpaHeHHe UHGOPMAIMU OT HOCUTEIS  3allUIaeMon
uHpopMaru yepe3 PU3UIYECKYI0 Cpeay J0 TEXHHUYECKOIO CPE/ICTBA, OCYIIECTBISIONIETO
nepexBaT UHPOPMAIIUH.

YA3BUMOCTB — CJ1a00CTh B CPEJICTBAX 3aIUTHI, KOTOPYIO MOXKHO MCIOIb30BaTh IS
HapyIICHUS] CUCTEMBI WK COJEpIKallleiicss B He nHbopMaIuu.

esocTHOCTL MHGOPMAIIUU — CITIOCOOHOCTHh CPEACTBA BBHIYUCIUTEIHBHON TEXHUKHU
WM aBTOMATHU3UPOBAHHOM CHCTEMBI OOECNeYuBaTh HEU3MEHHOCTh HHGOpPMAllUU B
YCIIOBHUSX CIYyYalHOTO W/WJIM TIPEIHAMEPEHHOTO UCKaXEHUS (pa3pyIIeHUs ).



O0o03HaYeHNsI M COKPALIIEHUSA

ABC — aHTUBUPYCHBIE CPEICTBA

APM — aBTOMaTH3UpOBaHHOE padovee MECTO

BTCC — BciomorarenbHble TEXHUYECKUE CPEACTBA U CUCTEMBI
HUCIH — uadopManimioHHas cucTeMa MepcoHAIbHbBIX IaHHbBIX
K3 — xoHTponupyemas 30Ha

JIBC — nokasnbHasi BEBIYUCIUTENbHAS CETh

MD — mMexceTeBoi 3KpaH

HCJI — HecaHKIIMOHUPOBAHHBII 1OCTYTI

OC - onepanrioHHasi cuctema

IIIn — nepcoHanbHBIE TaHHBIE

IIMB — nporpaMMHO-MaTEMAaTUYECKOE BO3ICHCTBUE

IO — nporpammHOe obecrieueHne

IIOMMUH — noGoYHbIE ANEKTPOMATHUTHBIE U3TYUEHUSI U HABOAKU
CA3 — cucrema aHanmu3a 3alUIIEHHOCTH

C3M — cpencrtBa 3aUThl HH(OOPMALUU

C3I1n — cucreMa (moAcucTeMa) 3alUThI IEPCOHATBHBIX TaHHBIX
COB — cuctema 0OHapyKEHHUST BTOP>KCHHIM

TKYMU — TexHruecKne KaHajabl yTeUKd HH(OpMaIuu

YBII{H — yrpo3sl 0€30IMacHOCTH TIEPCOHABHBIX JAHHBIX



BBenenue

Heob6xomumocts  pa3paboTku Kounenmuun o0ycioBieHa coOJIrONeHuEM
nercTByIONMX B Poccuu 3ak0HOMAaTEbHBIX 1 HOPMATUBHBIX TOKYMEHTOB 110 00ECIICYEHUTO
0€30MacHOCTH MepCcoHaIbHBIX JaHHBIX ([11H).

Hacrosimas Konuenuus omnpezaenser OCHOBHBIE IEJIM U 33Jadd, a TakxkKe OOIIYIo
CTpaTErui0 IMOCTPOEHUS CHUCTEMBbI  3allUThl NepcoHanbHBIX  JaHHbIX  (C3I1H)
[ocynapctBeHHOEe ~ OMO/DKETHOE — yupekiaeHue  3apaBooxpaHeHuss  «OOnacTHas
TyOepkyne3Has OonpHUIAa Ne 2». KoHmenmus ompenenseT OCHOBHBIE TpeOOBaHUS U
0a30BbI€ MOJIXO/IbI K UX pealu3aluu, JUisl JOCTUKEHUS TpeOyeMOoro ypoBHs 0€3011aCHOCTH
uHpopMaruu.

Konuenuus pazpadotaHa B COOTBETCTBUM C CUCTEMHBIM MOJIX0J0M K 00€CIIeUEHUIO
uHpopmarmoHHo Oe3onacHOCTH. CHCTEMHBIH TOAXOJ MpEAIoJiaracT MpOBEICHUE
KOMITJIEKCA MEpPONPUSITHI, BKIIOYAIOIIMX HCCIEIOBaHUE Yyrpo3 UHOOPMAIMOHHON
0€e30MacHOCTU M pa3paboTKy cuctembl 3amuThl [IJ[H, ¢ TO3UIIMU KOMIUIEKCHOTO
MPUMEHEHUSI TEXHUYECKUX U OPTaHU3AIIMOHHBIX MEP U CPEJICTB 3aIUTHI.

ITon wundopmaumronnoir Oe3zomacHocThi0 [IJIH mMOHMMaeTcs 3alIUIIEHHOCTH
MEPCOHANILHBIX JTAHHBIX U 00palaThIBarolel uX UHPPACTPYKTYPE OT JIFOOBIX CIIydailHBIX
WIN 3JIOHAMEPEHHBIX BO3JICUCTBUM, PE3yJbTATOM KOTOPBIX MOXET SIBUTHCS HAaHECEHUE
yiiep6a camoit undopmanuu, ee BraagenbiaMm (cyonekram I[1/[H) unu undpacTpykType.
3amaun  wHGOpPMAIMOHHONW OE30MaCHOCTH CBOASATCS K MHHUMH3alUM yiiepda ot
BO3MOXXHOM peanuzanuu yrpo3 Oe3zomacHoctu IIJIH, a Takke K MPOTHO3UPOBAHUIO U
MPEIOTBPALLICHUIO TAKUX BO3JICHCTBUM.

KoHueniumst ciy’kuT OCHOBOW JIsi pa3pabOTKH KOMIUIEKCA OpPTaHU3AIlMOHHBIX H
TEXHUYECKUX MEP MO 0OecrieueHnto HH(HOPMAIIMOHHON 0€30MacHOCTH BONBHUIIBI, a TaKKe
HOPMATHUBHBIX U METOJUYECKHX JIOKYMEHTOB, OOCCIEUMBAIONIUX €€ pealn3aluio, U He
npeanosjaraerT MoAMEHbl (YHKIMI TrocyJapCTBEHHBIX OpraHoB BiacTh Poccuiickoi
®denepanuuy, OTBEYAIOLIUX 32 o0ecrieyeHnue 0€30nacHOCTH MH(OPMAIITMOHHBIX TEXHOJIOTUI
U 3aIUTy UH(POPMAIIUH.

Konnenmnus sBisteTcss METOL0JIOTMYECKON OCHOBOM IS

e (opmupoBaHUS UM TPOBEICHUS CIWMHOM IIOJUTUKH B O0O0JAaCTH OOECICUCHHS
oesomacuoctr 1111 B UCITx# bonpHUIEI,
® TPUHATHS YMNPABJICHUECKUX PEHICHHH H pa3padOTKU TPAKTUYECKUX MEpP 0

BOIUIONICHUIO TOJUTUKK  Oe3zomacHocty [IJIH u  BBIpaOOTKHM  KOMILIEKCa

COTJIAaCOBaHHBIX Mep HOPMAaTHUBHO-IIPABOBOTO, TEXHOJIOTUYECKOTO u

OpPraHU3alMOHHO-TEXHUYECKOTO  XapakTepa, HaMpaBJIEHHbIX Ha  BBISBIICHUE,

OTPAXEHUE U JIMKBUIALUIO [TOCIIEICTBUN pealn3aliu pa3anyHbIX BU10B yrpo3 [1/1H;

® KOOPIWHAIIMKM JEATEILHOCTH CTPYKTYPHBIX TMOJpa3feicHuil bolbHHUIBI TpH
npoBeneHuH padboTr mo paszBuTHio M dkcrutyatauuu HWCIIIH ¢ coOmtoneHuem

TpeboBanmii ooecnieuenus 6e3onacHoctu [1/1H;

® pa3pabOTKU MPEAIOKEHUI MO COBEPIICHCTBOBAHUIO MPAaBOBOr0, HOPMATHUBHOIO,

METOJIUYECKOT0, TEXHUYECKOTO U OPTaHU3AI[MOHHOTO oOecreueHusi 6e30MacHOCTH

IT1n 8 UCITJIH bonbHUIIEL.

O6nactp mpumeHeHus: KoHuenuuu pacnpocTpaHseTcss Ha Bce OoTAesieHus bonabHulsl,
JKCILTyaTHpylomue TexHuueckue u mnporpammubie cpexnctea MCII/IH, B KkOTOphIX



OCYUIECTBIISIETCS aBTOMaTu3upoBaHHasi oOpabotka II/lH, a Takke Ha MoApa3AeliCHUs,
OCYIIECTBIISIIOIIME COMPOBOXKIACHUE, OOCIy)XHBaHHE U 00OeCrneYeHne HOPMAaIbHOTO
dbyukiuonupoanus UCIT/IH.

[IpaBoBoit 0azoii s paspaboTku Hacrosmier Konmenmuu ciyxatr TpeOOBaHUS
nercTBytonmx B Poccuu 3akoHOIaTeNbHBIX 1 HOPMATUBHBIX IOKYMEHTOB 10 00ECIIEYEHUIO
0€30MmacHOCTH MepcoHabHbIX AaHHBIX ([1/1H).



1. OOuMe MoJI0KeHUSA

Hacrosimas Konuenuus omnpeaenser OCHOBHBIE IEJIM U 3a7a4M, a TaKkkKe OOIIYI0
CTpaTEruio MOCTPOCHHUS CUCTEMBI 3alTUThI IepcoHanbHbIX HaHHbIX (C311/1H) bonpHuiibl, B
cootBeTcTBUM C Ilepeunem I1/IH, noanexamux 3ammure B MCIT/ boapaunpel. Konnenuus
omnpeesieT OCHOBHbIE TpeOoBaHUs W 0a30BbIe€ MOAXOABl K HUX pealu3aluu, s
JTOCTIDKCHUS TPeOyeMOro ypoBHsI 6€30macHOCTH HH(DOPMAITUH.

C3I1dn mpencraBisieT coOOW COBOKYNMHOCTh OPraHU3allMOHHBIX M TEXHHUYECKUX
MeponpuATAN Ui 3amuThl [IJ[H OT HEMPaBOMEPHOIO MM CIIyYaWHOI'O JOCTyHa K HUM,
YHUYTOXXEHUS, U3MEHEHUs1, OJIOKUPOBAHUS, KOMUpOBaHUs, pactipocTpanenus [1/1H, a Takxke
WHBIX HEMPABOMEPHBIX JIEVCTBUN C HUMHU.

be3onacHOCTh  MEPCOHAIBHBIX  JIAHHBIX  JOCTUTAETCS IMyTEM  MCKIIOUCHUS
HECAHKIIMOHUPOBAHHOTO, B TOM YHUCJE CIy4ailHOTO, IOCTyNa K MEPCOHAIbHBIM JaHHBIM,
pe3yibTaTOM KOTOPOTO MOKET CTaTh YHUYTOXKEHUE, W3MEHEHHe, OJOKUPOBAHUE,
KOIMPOBAHUE,  PACOPOCTPAHEHHE  MEPCOHABHBIX  JaHHBIX, a TakKXKe  HHBIX
HECAHKIIMOHUPOBAHHBIX JCHCTBHIA.

Crpykrypa, coctaB u ocHOoBHBIE pyHKIMHU C3I1/{H onpenensoTcs ucxoas U3 ypoBHs
samumeHHocty MCI/Jua. C3II[H BKiItOYaeT OpraHU3alMOHHBIE MEpPbl U TEXHUYECKUE
cpencTBa 3amuThl MHGOpMauu (B TOM uucie MHdpoBalibHbIE (KpunTorpaduyeckue)
CpencTBa, CpEACTBAa IMPEAOTBpPALICHUS HECAHKIMOHWPOBAHHOTO JOCTyNa, YTEUYKU
uH(hOpMaIIUU TI0O TEXHUYECKMM KaHajaMm, MPOTPAMMHO-TEXHMYECKHX BO3JCUCTBUI Ha
TeXHU4eckue cpeacrBa oOpadbotku I1/[H), a Taxke HcCHONIb3yeMble B MHPOPMALMOHHOU
cuctemMe MH(HOPMAIIMOHHBIE TEXHOJIOTHUHU.

OTU MephI PU3BAHBI 00ECTICUNTD:

¢ KOH(PpUAECHUHATBHOCT, HMHpOpMANMK  (3allUTa OT  HECAHKIMOHMPOBAHHOIO
O3HAKOMJICHU );

® [[EJOCTHOCTh UH(OPMAIMH (AKTYaJIbHOCTh U HEMPOTUBOPEUMBOCTh UH(OPMAIIIH, €€
3AIIMIIEHHOCTh OT Pa3pylICHUs] 1 HECAHKIIMOHUPOBAHHOTO U3MEHEHMUS );

® JIOCTymHOCTh HH(pOpMaInuu (BO3MOXKHOCTh 3a TPUEMIIEMOE BpeMs MOJYYUTh
TpebyeMyto HHPOPMAITMOHHYIO YCIYTY).

Cranuu co3nanust C3I1/IH BKIIFOUAKOT:

e MpEANPOCKTHAS CTaaus, BKIIOYaromas mpeanpoekTHoe obcmemoBanne WCIIH,
pa3paboTky TexHUYeCKOro 3aJlaHus Ha €€ CO3JJaHuE;

® CTaausl MPOCKTUPOBAHUS DCKU3HBIN MpoekT u peanuzauuu UCIIIH, BKItouyaromas
pazpadotky C3I1/1n B coctaBe UCII/H;

e cragus BBoaa B aeiictBue C3II/IH, BKiIOUaromiass OMBITHYIO JKCIUTyaTalMI0 M
MIPUEMOCIATOYHbIC HUCTIBITAHUS CPEACTB 3alUThl MH(POpPMAIIMHU, a TAKXKE OIEHKY
cootBercTBUs MCIT/IH TpeboBanusm Oe30macHOCTH MHGOPMALIHH.
Opranu3anMoHHbIE MEPBI MPETyCMATPUBAIOT CO3/JAHHE W MOJAEPKaHUE MPABOBOU

6a3bl O6e3omacHoctu II/IH U pa3paboTky (BBEeIEHHE B JEHCTBHE) MPEITYCMOTPEHHBIX B
«Otuere 00 obcnmepoBannu MCII[{a» B YupexmeHun cCiemyronmx OpraHU3aIlMOHHO-
pacropsAUTENbHBIX TOKYMEHTOB:

e [lnan meporpusiTuii 0 KOHTPOIIIO U obecnieyeHuto 3amuThl [1JIH npu nx odpaboTke
B UCIIH;



[Topsinok pesepBupoBanusi U BoccTaHoBleHUs1 pabotocnocodnoctu TC u I10, 6a3
nanabeIx U C3U;

JloIpKHOCTHAsT MHCTPYKLHMS JIMIA, OTBETCTBEHHOTO 32 OpraHu3aluio o0paboTKU U
3alIUTHl TMEPCOHANBHBIX JaHHBIX obecreueHust OesomacHoctu [IJln mpu  ux
obpabotke B UCII/IH;

JIOmKHOCTHAsT UHCTPYKILHUA JIMIIA, OTBETCTBEHHOTO 3a o0ecredyeHrne 0e30MacHOCTH
I11n B UCIT/IH;

JomkHocTHas UHCTPYKIUs onepatopa OBM B uactu obecniedeHus O€30MaCHOCTU
[111 ipu ux o6padotke B UCII/IH;

HNHCcTpyKIMs Ha ciydail BOSHUKHOBEHMS BHEIITATHOW CUTYAllNH;

[Tonoxenue 00 UCMOJIb30BAHUHU ITPOrPAMMHOTO 00ECTIEYeHUS T0JIb30BATEIISIMU

TexHudecKue Mephl 3alllUTHl  PEATU3YIOTCS TPH TOMOIIA  COOTBETCTBYIOIIUX
POrPaMMHO-TEXHUYECKUX CPEJICTB U METOJIOB 3aIlUTHI.

[Tepedyerp HEOOXOIUMBIX MEp 3aITUTHI HHPOPMAITUN OTIPEICAETCS 10 pe3yabTaTaMm
Otuera 06 oo6cnenoBanuu UCIIIH B ['ocynapcTBeHHOE OIOHKETHOE YUPEKICHHUE
3npaBooxpaneHus «O0aacTHas Tyoepkyse3Has 6oabHuIa Ne 2



2. 3apauu C3I11n

OcHoBHoit menwsto C3II[IH sBasercs MuHUMH3aIMA yiiepOa OT BO3MOXKHOM

peanu3armu yrpo3 6e3onacHoctu [1/1H.

Jns moctmxeHust ocHoBHOM 1tenmu cuctema Oe3omacHoctu [1JIa MCIIJIH momkHa
obecrieunBaTh 3(HPEKTUBHOE PEIICHHE CICTYIOMINX 3a/1a4:

3alIUTy OT BMeIaTenbcTBa B mporecce GpynkunonupoBanuss UCII/In noctopoHHNX
U1l (BO3BMOXKHOCTh Mcnofib3oBaHusd AC M JIOCTyN K €€ pecypcaMm JOJKHbBI UMETh
TOJIBKO 3apETUCTPUPOBAHHBIC YCTAHOBICHHBIM MOPSIKOM MOJIb30BATEIN);
pa3rpaHUyYEHHUE JOCTyNa 3apETUCTPUPOBAHHBIX IIOJB30BATENEH K AamlapaTHbBIM,
nporpaMMHeIM U HH(popMannoHHbIM pecypcamM WCIIH (BO3MOXKHOCTH AOCTyna
TOJIBKO K TEM pecypcaM U BBIIOJHEHHUS TOJIBKO TE€X OIlepaluil ¢ HUMH, KOTOpbIE
HEOOXOJMMBbI KOHKpETHbIM Tosb3oBaresssM MCIIJIH s BBINOJTHEHUS CBOMX
CIIy’KEOHBIX 00SI3aHHOCTEH ), TO €CTh 3aIIUTY OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA: -
Kk uaopmanuu, mupkynupyromieit B UCIT/IH;

cpeacrtBaM BerurciauTenbHon Texuuku UCI/IH;

anmapaTHbIM, MPOTPAMMHBIM M KPUNTOTpaQUUECKHM CpEACTBAM  3aIlUTHI,
ucnons3yembiM B UCIIIH;

PETUCTpALIMIO JACHUCTBUM TMOJIB30BATENEH TMPU KCHOJB30BAHUU  3AlIUIIAEMBIX
pecypcoB HCII[IH B CHCTEMHBIX JKypHajax M IEPUOJUYECKUN KOHTPOJIb
KOPPEKTHOCTH JEWCTBUM MOJIb30BATEIEH CUCTEMBI MYTEM AHAIN3a COJIEPKUMOIO
ATUX )KYPHAJIOB;

KOHTPOJIb  LIEJIOCTHOCTH  (oOecrieyeHne HEU3MEHHOCTH) CpeAbl HCHOJHEHUs
IPOTPaMM U €€ BOCCTAHOBJICHUE B CIIy4ae HapYILICHUS,

3aIIUTY OT HECAHKIMOHUPOBAHHOW MOJIU(PUKAIIMU U KOHTPOJb IIEJIOCTHOCTH
ucnonb3yembix B MCII[IH mporpaMMHBIX CpPEIICTB, a TaKXKE 3allUTy CHUCTEMBI OT
BHEJPEHUS HECAHKIIMOHUPOBAHHBIX MPOTPaAMM;

3amuty [1/IH OT yTeuku mo TeXHUYECKUM KaHajaM Mpu ee 00paboTKe, XpaHESHUH U
repesaye no KaHajlaM CBSI3H;

samuty [1/1H, xpanumoii, o6pabaTbiBaeMoi 1 TIepe1aBaeMoii TI0 KaHajlaM CBSI3H, OT
HECAHKI[MOHUPOBAHHOIO PA3rJIAllICHUs U UCKAXKCHUS,

obOecrieueHre KUBYUECTH KpUNTOrpahUUeCKUX CPeACTB 3allUThl HHGOPMAIIUU TPU
KOMITPOMETAIMU YaCTH KIIFOYEBOU CUCTEMBI;

CBOEBPEMEHHOE BBISIBICHME HMCTOYHUKOB yrpo3 OesomacHoctu [IJ[H, mpuuuH u
YCJIOBUHM, CHOCOOCTBYIONIMX HaHeCeHHIO yiiepba cyobektam I[IJIH, cosnmanue
MEXaHu3Ma

OTEPAaTUBHOTO pearupoBaHUsi Ha yrpo3el Oe3omacHoctu I[IJ[H W HeraTuBHBIC
TEHJICHIINH;

CO37aHME YCIOBUW Il MHHMMH3AIWA W JIOKAIM3AIMM HAHOCUMOTO yIiepOa
HEMPaBOMEPHBIMU JACUCTBUSAMU (DU3MUECKUX U IOPUIMYECKUX JUI, ocjadiieHue
HETaTUBHOTO BJIMSIHUS M TUKBUIAIMS ITOCIICACTBUI HapyeHus 6e3omnacHoctu [1J]H.



3. O0BbeKTHI 32U THI
3.1. Ilepevyenb HH(POPMAITUOHHBIX CUCTEM

B bonbHuiie mpousBoanTcs 00paboTKa MEPCOHANBHBIX JAHHBIX B MH()OPMAIMOHHBIX
cucreMax o0paboTku nepcoHanbHbIX AaHHbIX (MCIIIH).

[Tepeuenr UCIIJIH ompenmensercs Ha ocHoBaHuM «OTdera 00 o0OCIEHOBAHHUH
NCITIn».

3.2. IlepeyeHb 00BEKTOB 3aAMUTHI

OObexTaMu 3alIUThl ABISIIOTCA — HMHQopManusa, oOpadareiBaemas B UCIIAH, u
TEXHUYECKUE CpeJCTBa €€ 00paboTKM W 3amuThl. llepeueHb mepcoHaNbHBIX JAHHBIX,
noJyIeXxalux 3ammure, onpenaenex B [lepeune [1/1xH, moanexamux 3amute B UCITIH.
OOBEKTHI 3aIUThHI BKIIOYAIOT:

Oo6pabateiBaeMas UH(pOpMaIHS.

Texnonoruyeckas uHoOpMarus.

[IporpamMmMHO-TEXHUYECKUE CPEACTBA OOPAOOTKH.

Cpenctsa 3amutsl [1J1H.

Kananel unpopmanimoHHOTO 00OMEHa 1 TeIEKOMMYHUKAIIUH.

OOBEKTHI U MOMENIEHUS, B KOTOPBIX pa3MenieHbl kommnoHeHTsl UCITIH.

o0k wWwhN R



4. Kaaccupuxanus nosab3zoBaresae UCIIIn

[Tonb3oBarenem WCII[IH sBisieTcss Mo, y4yacTByrouiee B (YHKIIMOHUPOBAHUU

WH()OPMAITMOHHONW CHCTEMBI MEPCOHATBHBIX JAHHBIX WJIM HCIOJIB3YIOIIEE PE3yJbTaThl e
dbynkuuonupoBanus. [lons3oBatenem MCII/n saBnsercs moboi coTpyaHUK bosbHMUIIBI,
uMeroui goctyn k UCII/IH u ee pecypcaMm B COOTBETCTBUHU C YCTAHOBJIEHHBIM MOPSIIKOM,
B COOTBETCTBHUU C €T0 (YHKIIMOHATHHBIMHA OOSI3aHHOCTSIMU.

[Tonws3zoBatenu UCIT/IH nendarcs Ha TpU OCHOBHBIE KaTETOPHHU:

O

Anvunuctpatop WCII[H. CotrpynHuku bBosbHULIBI, KOTOpbIE 3aHHMAIOTCS
HaCTPOMKOW, BHEAPEHUEM U CONMPOBOXKIAeHUEM cucTeMbl. Aamunuctparop UCIIIx
o0aaeT CIeAyIONUM YPOBHEM JIOCTyMA!

oOnagaer mMoJHON WH(MOpMAUEd O CUCTEMHOM U MNPUKIATHOM IMPOrPpaMMHOM
ob6ecnieuenuu UCIIH;

o0nazaeT MOJHOW HH(pOpPMALME O TEXHUYECKUX CpPEICTBAX U KOHQPUTyparuu
NCI1/H;

UMEET JOCTYI KO BCEM TEXHUYECKUM CpecTBaM 00pabOTKH HH(OPMALIUY U JaHHBIM
NCIIH;

oOnamaeT mnpaBaMM KOHPUIypUpPOBaHHMS M  aJIMHUHUCTPATUBHOM HACTPOMKHU
TEXHUYECKUX

cpenctB UCIT/IH.

@)

[Tporpammuct-pazpadotunk MCITIn. Cotpyanuku BoOJIbHUIBI WM CTOPOHHHUX
OpraHu3alyid, KOTOPbIE 3aHUMAIOTCS Pa3pabOTKON MPOrpaMMHOrO OOecreyYeHusl.
PazpabdoTunxk UCII/IH obmagaeT cienyonmM ypoBHEM JOCTYyIIA:

oOnanaet nHdopmanuen o0 anropuTMax u nporpaMmax o0OpadoTKu HHPOpMaLUU Ha
NCII/H;

o0JaaeT BO3MOXHOCTSIMU BHECEHUS OIITMOOK, HEACKIAPUPOBAHHBIX BO3MOKHOCTEM,
MPOrpaMMHBIX 3aKJIAJ0K, BPEAOHOCHBIX MPOrpaMM B MPOrpaMMHOE OOecreueHue
NCTI/In Ha craguu ee pa3paOOTKU, BHEIPEHUS U COMIPOBOXKICHUS;

MOKET pacrnoJjiaraTh JI0ObIMU (parMeHTamu nHpopmanuu o Tonojgoruu UCITIxH u
TEXHUYECKHUX cpencTBax o0padoTku u 3ammThl [1J{H, oOpadarteiBacMbix B UCIT/IH.
Oneparop HCII[AH. CoTpyAaHUKH NOApPA3ACIICHUA bBOJIBHMIBI, yYacTBYIOIIHE B
npouecce oskcruryatanuu MCIIIua. Omnepatop UCII[H obnamaer criemyrouum
YPOBHEM JIOCTYTIA:

oOnagaeT BCeMHU  HEOOXOIMMBIMU  aTpuOyTamu  (Hampumep,  MapoJieM),
00ecreunBaOIIUMU JOCTYII K HEKOTOpOMY MoAMHOecTBY 11/1H;

pacnosiaraeT KoH(QUIECHIMAIbHBIMH IaHHBIMHU, K KOTOPBIM UMEET J0CTYII.

B  bonpHunie  ompegenensl  Tpu  Kareropun — nosb3oBarenerd  MCII/H:

Anmvunuctpatopel UCIT/IH, Anmunuctpatop Oe3zonmacHoctr, Omepatopsr NCII[IH ¢
npaBaMu 3aIKCH.

Ha ocHOBaHMM 3TUX KaTEropuil onpeneneHsl npasa gocryna k snementam UCITH

JUIsL BCEX TMOJb30BaTeieil u oTpaxkaioTcs B Martpuie noctyna B Ilonoxenun o
pasrpaHM4YeHHH MpaB JOCTyMa K oopadareiBaeMbiM [1/1H.



5.0cHOBHbIE MIPUHIUIIBI NOCTPOEHHUS CHCTEMbI KOMILIEKCHOI 3alUThl HHGOpMaun

IToctpoenue cucrembl obecrieuenus: 6e3onacHocty [1[In MUCIIIn BonbHuIe! 1 ee
(GYyHKIIMOHUPOBAHUE JO/DKHBI OCYIIECTBISATHCS B COOTBETCTBUU CO  CIEAYIONAMU
OCHOBHBIMU MPUHITUATIAMU

® 3aKOHHOCTb;

® CHUCTEMHOCTb;

® KOMIUIEKCHOCTB;

® HEINPEPHIBHOCTE;

® CBOCBPEMEHHOCTH;

® [IPEEMCTBEHHOCTh U HEMPEPHIBHOCTH COBEPIIICHCTBOBAHUS;
® [IEpPCOHAIIbHASI OTBETCTBEHHOCT;

® MHWHHUMU3ALMSA IOJJTHOMOYHU;

® B3aMMO/JICHCTBHUE U COTPYAHUYECTBO;

® THOKOCTh CUCTEMBI 3aIIIUTHI,

® OTKPBITOCTh AJITOPUTMOB ¥ MEXAHU3MOB 3aIIUTHI;

® [IPOCTOTA MPUMEHEHHUS CPEACTB 3AILNTHI;

e HayyHass 000OCHOBAHHOCTh M TEXHHUYECKas pPeaii3yeMOCTh;
e crernuanu3amus u npodhecCUOHAINU3M;

e 00s13aTEILHOCTH KOHTPOJISL.

5.1. 3akoHHOCTDH

[Ipeamnonaraer ocCymIeCTBICHHE 3aIMUTHBIX MeponpusTuii u paspaborky C3I1/IH
BonbHUIIBI B COOTBETCTBUM C AEHCTBYIOIIMM 3aKOHOAATEILCTBOM B 00siacTu 3amuthl [1/{H
U JIPyTUX HOPMATUBHBIX aKTOB MO 0€30MaCHOCTH UH(OpPMAITUH, YTBEPKIECHHBIX OpraHaMU
rOCyIapCTBEHHOM BJIACTH Y YIIPABJICHUs B IIPEEIax UX KOMIIETEHLINH.

[Tonw3zoBaTenu u ob6cmyxuBatomuii nepconan [IJ[x UCII/n BonpHUIBI AOKHBI
ObITh OCBEIOMJICHBI O TOpsAKE paldoThl C 3ammuinaeMor wuHpopManmuen u 00
OTBETCTBEHHOCTH 3a 3auty I1/[H.

5.2. CucteMHOCTD

Cucrtemubiii noaxon k nocrpoeHuto C3II/In BoibHUIBI mpeanosaraeT y4er BCeX
B3aMMOCBSI3aHHBIX, B3aWMOJICHCTBYIONIUX W W3MEHSIONIUXCS BO BPEMEHH JJIEMEHTOB,
yCIIOBHIA M ()aKTOPOB, CYIICCTBEHHO 3HAYMMBIX I MTOHUMAHUS M PEHICHUS TPOOIEMBI
obecneuenus 6e3omacHocTH I11a NCIT[Ix boasHUIIEL.

[Ipu co3maHuM CUCTEMBI 3alIUTHl JOJDKHBI YUUTHIBATHCA BCE ciiabble W HauboJiee
ysI3BUMBbIE MecTa cucteMbl 00padoTku [IJIH, a Takxke xapakTep, BOZMOXHbIE OOBEKTHI U
HampaBJeHUS  aTaKk Ha  CHCTEMYy CO  CTOPOHBI  Hapymmrteneld  (0COOCHHO
BBICOKOKBAIM(DUIIMPOBAHHBIX  3JIOYMBIIIUICHHUKOB),  MyTH  NPOHUKHOBEHUS B
pacnpenenenubie cucteMmbl 1 HCJL x nndopmaruu. CrucreMa 3amuThl 10KHA CTPOUTHCS C
Y4€TOM He TOJIbKO BCEX M3BECTHBIX KaHayIOB MpoHukHOBeHUs: 1 HC/] k nunpopmManuu, HO U



C y4€TOM BO3MOXKHOCTHU TOSIBJICHUS NPUHIMIIMAIBHO HOBBIX INyTEW pealn3aluu yrpo3
oe3onacHocTH. CrcTeMa 3alUThl ONpeieeHa B DCKU3HOM MIPOEKTE.

5.3. KoOMILIEKCHOCTH

KommiekcHOe HCMONB30BaHUE METOJNOB W CPEACTB  3AlIUTHI  MPEANOJIAraet
COIIaCOBAHHOE MTPUMEHEHHE PA3HOPOIHBIX CPEACTB MPU MNOCTPOEHUH LIETOCTHON CUCTEMBI
3aIlUTHI, TEPEKPHIBAIOIIECH BCE CYIIECTBEHHbBIC (3HAUMMBbIE) KaHAJIbI pean3allii YIrpo3 U He
coJiepKariei cinadbIXx MECT Ha CThIKaX OTACIIBHBIX €€ KOMIIOHCHTOB.

3ammTa JO0JDKHA CTPOUTHCS HIICJIOHUPOBAHO. [l Kakaoro kaHauia YTEUKH
uHhOpMaIUU U JJIs1 KaXJAOW Yrpo3bl 0€30MAaCHOCTH JIOJDKHO CYIIECTBOBATh HECKOJBKO
3alUTHBIX pyOexen.

Co3naHue 3alUTHBIX pyOexel OCYIIECTBISIETCS C Y4€TOM TOTro, YTOOBI JJisi MX
MPEOJIOJICHUS] TMOTEHIIMATBHOMY 3JI0YMBIILIIEHHUKY TpeOoBaIuCh MpodecCHuOHaTbHbIC
HaBBIKM B HECKOJIBKMX HEB3aMMOCBSA3aHHBIX 00JACTSX.

Buemnsis  3ammra  J0mKHa — oOecrneuuMBaThCs  (PUBWYECKUMH  CPEICTBAMH,
OpraHu3allMOHHBIMUA U MPABOBbIMU MepaMu. OgHUM U3 HanboJsiee YKPEIUICHHBIX pyOexkeit
Opu3BaHbl  OBITH  CPEICTBA  KpUNTOTpaUUECKOW  3alllUThl, pealru30BaHHBIE C
UCII0JIb30BaHueM TexHonoruu VPN.

[IpuknaaHoON ypOBEHB 3alIUThI, YYUTHIBAIOIIUN OCOOCHHOCTH MPEAMETHOM 001acTH,
MPEICTABIIAECT BHYTPEHHUHN pyOeK 3aIUTHI.

5.4. HenpepsbiBHOCTD 3amuThl I1JIH

3ammra [/l — HE pa3oBOE MEPONIPUITHE U HE NTPOCTasE COBOKYITHOCTH MMPOBEICHHBIX
MEpPONPUATANA U YCTAHOBJIEHHBIX CPEJCTB 3aIUTHI, 4 HEMPEPHIBHBIN LI€JICHANPABICHHBII
MPOLIECC, MPEANOJArarollui IPUHITHE COOTBETCTBYIOIIMX MEp Ha BCEX JTalax
>ku3HeHHoro 1ukiaa MCIIH.

NCIIIH 1omKHBI HAXOAUTHCS B 3AIIUMIIEHHOM COCTOSHUU Ha MPOTSIKEHUU BCETO
BpeMEeHU uX (YHKIIMOHUPOBaHUA. B COOTBETCTBMM C OTUM MPUHIIMIIOM JOJIKHBI
MPUHUMATBCS Mephl 0 HepomyuieHuto nepexoa UCII/IH B HE3alUIIIEHHOE COCTOSIHUE.

BonabmmHCTBY U3MYECKUX M TEXHUYECKUX CPENICTB 3alUTHI s 3(PGHEeKTUBHOTO
BBITIOJTHEHUS CBOMX (DYHKIIUIA HE0OX0uMa MOCTOSIHHAS TEXHUYECKas U OpraHU3allMOHHAS
(amMHUHHCTpATUBHAS) TOJJEPKKa (CBOEBPEMEHHAss CMEHA U OOEeCIMeYeHUe MPaBUIBLHOTO
XpaHEHUs W TNPUMEHEHUsS HWMEH, TapoJiei, Kioue mudpoBaHus, IMepeornpeeicHme
noyiHoMounid U T.11.). [lepepriBel B paboTe CPEACTB 3aIUTHl MOTYT OBITH MCTOJIB30BAHbBI
3JIOYMBIIUICHHUKAMU JUIsl aHalli3a MPUMEHSIEMBIX METOJIOB M CPEACTB 3allUThl, s
BHEJIPEHHUSI CIIELMAIBHBIX MPOrPAMMHBIX W aNmapaTrHbIX '"3akiIafgok'" M IPYyTHX CpPENCTB
MIPEOJI0JICHUS] CUCTEMBI 3aIIUTHI TIOCTIE BOCCTAHOBIICHUS €€ (DYHKITMOHUPOBAHUS.

5.5 CBOEeBpEeMEHHOCTH

[IpennonaraeT ynpexaaromumii xapaktep Mep obecnedeHus 6ezomacHoctu [1JIH, To
eCTh IIOCTAHOBKY 3aja4 1o koMriekcHoi 3ammre MCIIIn u peanu3zamuio Mep odecredeHus



oe3zonacHoctu I1/ln Ha panHux ctagusx paspadotku UCII/IH B menoM U €€ CUCTEMBI
3alUThl UHGOPMAIIMH, B YACTHOCTH.

Pa3paboTka cucTembl 3alllMTHI JOJKHA BECTUCHh MapajuIeNIbHO C pa3pabOTKOM U
pa3BUTHEM CaMOM 3alMINAEMONM CHCTEMBL. JTO IIO3BOJUT Yy4YecTb TpeOOBaHUSA
0€30MacHOCTU MPHU MPOCKTUPOBAHUM apPXUTEKTYPhl U, B KOHEYHOM CUeTe, co3AaTh Oojee
s dexTuBHbIE (KaK M0 3aTpaTaM PeCypcoB, TaK U MO CTOMKOCTH) 3alIUIIIEHHBIE CUCTEMBI.

5.6. [IpeeMCTBEHHOCTH M COBEPIIEHCTBOBAHNE

[IpennosnaratoT MNOCTOSSHHOE COBEPIICHCTBOBAHHE MEpP MW CPEACTB  3aIUTHI
uH(pOpMaIMU Ha OCHOBE MPEEMCTBEHHOCTH OPraHU3alMOHHBIX U TEXHUUYECKHUX PEIICHUH,
KaJIpOBOI0 cocTaBa, aHanu3a pyHkiumonupoBanust UCII/IH u ee cucTEMBbI 3alITUTHI C Y4ETOM
U3MEHEHUI B METOJIaX U CPEeACTBaxX rnepexnsata MHGOPMAIIMK, HOPMATUBHBIX TPeOOBaHUN
10 3aIIUTEe, TOCTUTHYTOTO OTEYECTBEHHOTO U 3apy0eKHOTO OMbITa B ATOM 00JIACTH.

5.7. IlepconaibHasi OTBETCTBEHHOCTh

[Ipeanonaraet BO30KeHHE OTBETCTBEHHOCTH 3a o0ecriedeHue oezonacuoctu [0 u
CHUCTEMBbl MX OOpabOTKM Ha KaXXJOro COTPYJIHHMKA B Tpelesax ero mnojHomouuil. B
COOTBETCTBUH C ITHM TPHHIIMIIOM PaCIpEACIICHUE MpaB U 00S3aHHOCTEH COTPYIHHKOB
CTpPOUTCA TakuM o0pazoM, 4TOOBI B Cllydae JIOOOTr0 HapyIlIeHUs KPYyr BUHOBHHUKOB ObLT
YETKO U3BECTCH WJIN CBEJICH K MUHUMYMY.

5.8. [IpyHIUIT MUHUMH3AIMU TIOJTHOMOYMMA

O3HayaeT NOpPeAOCTABICHUE IOJb30BATEISIM MUHHMAJIbHBIX IpaB JOCTyNa B
COOTBETCTBHUU C MPOU3BOJICTBEHHON HEOOXOMMOCTHIO, HA OCHOBE MIPUHIIUIIA «BCE, YTO HE
Pa3pelIeHO, 3aPELICHOY.

Hoctyn k [1JIH 10KeH NpeoCcTaBIsThCS TOJIBKO B TOM CiIy4dae U 00beMe, €ClI 9TO
HEO0OXOJIMMO COTPYHUKY JIJIsI BBIMIOJHEHUSI €T0 JOJKHOCTHBIX 00s3aHHOCTEH.

5.9. BzaumopeiicTBue M COTPYIHUYECTBO

[Ipenmonaraer  co3manue  OMarompusTHOM  atMocepsl B KOJJISKTHBAX
noApazaeneHuit, odecrneunBaromux gesatenbHocTh MCII/IH bonbHULBI, 11 CHMKEHUS
BEPOSITHOCTA BO3HUKHOBEHUSI HETaTUBHBIX JECWUCTBUM, CBSA3AHHBIX C YEJIOBEYECCKUM
dbakTopom.

B takoit 00cTaHOBKE COTPYIHHMKU JOJKHBI OCO3HAHHO COOJIFOAATh YCTAaHOBJICHHBIE
MpaBUJIa U OKA3bIBATh COJICMCTBUE B ACATEIBHOCTH MOAPA3ACICHUNA TEXHUUECKOW 3alUThI
uHpopMmaruu.



5.10. 'moxocTh cuctemsbl 3amuThl I/ H

[TpuHSTEIE MEpbl W YCTAaHOBJICHHBIC CPEICTBA 3alIUTHI, OCOOCHHO B HaYaJIbHBIH
MIEPHUOJT MX IKCILTyaTallii, MOTYT 00€CIIeYnBaTh KaK YPE3MEPHBIN, TaK U HEJOCTATOYHBIN
yYPOBEHB 3aITUTHI.

Jliis obecriedeHrsi BO3SMOYKHOCTH BaphUPOBAHHUS YPOBHEM 3alUIIEHHOCTH, CPEICTBA
3aIUTHI JOJIKHBI 00JIaIaTh ONpEAeIeHHON TMOKOCThI0. OCOOEHHO BaXKHBIM 3TO CBOMCTBO
SIBIISIETCS B TEX CJIyYasix, KOT/Ia YCTAHOBKY CPEJCTB 3aIIUThI HEOOXOIMMO OCYIIECTBIISAThH Ha
paboTaroIIyIo CUCTeMY, HE HapyIIasi mpoIecca €€ HOpMaabHOTO (YHKIIMOHUPOBAHUS.

5.11. OTKpPBITOCTH AJITOPUTMOB U MEXAHNU3MOB 3AIUTHI

CyTb OpUHITKIIA OTKPBHITOCTH AJITOPUTMOB U MEXaHU3MOB 3aIIUThI COCTOUT B TOM, YTO
3allMTa HE JOJDKHA OO0eCIeunBaThCs TOJBKO 3a CUeT CEKPETHOCTH CTPYKTYpHOU
OpraHU3alMi W AITOPUTMOB (YHKIIMOHUPOBAHUS €€ IMOACHUCTEM. 3HAHHE aJITOPUTMOB
paboThl CHCTEMBI 3AIIUTHl HE JOJKHO JaBaTh BO3MOXKHOCTH €€ IPEOJOJICHHUS (J1axke
aBTopam). OHaKO, 3TO HE O3HAYACT, YTO MHPOPMAIUSI O KOHKPETHON CHCTEME 3aIUThI
JOJDKHA OBITH OOIIEI0CTYITHA.

5.12. IIpocToTa NpUMeHEeHH s CPEICTB 3aIUTHI

MexaHu3Mbl 3alUTHl  JIOJDKHBI OBITh HMHTYUTHUBHO TOHSTHBI W TIPOCTHl B
HCITOJIL30BAHUH.

[IpumeHeHne cpeaCcTB 3alIUThl HE TOKHO OBITh CBSI3aHO CO 3HAHWEM CIEIHAIbHBIX
S3bIKOB WJIM C BBIMOJHEHUEM JEUCTBUN, TPEOYIOMIMX 3HAYUTEIBHBIX JOTOJHUTEIBHBIX
Tpyao3aTpaT NpH OOBIYHOM paboTe 3aperuCTPUPOBAHHBIX YCTAHOBJICHHBIM IOPSIAKOM
MOJIH30BaTeICH, a TaKKE HE JIOJHKHO TPEOOBATh OT MOJIb30BATENSI BBITTOJTHEHUS PYTUHHBIX
MaJIOMOHSITHBIX €My OIepaluii (BBOJ HECKOJIbKUX MapoJieid U UMEH U T.1.).

JloJbkHa ~ JOCTHratbCsi  aBTOMATH3alldsl  MAaKCUMAaJbHOIO  YMCIa  JCUMCTBHH
nosib3oBareneit u agmuuauctparopos UCIIH.

5.13. Hay4yHast 000CHOBAHHOCTH M TEXHHYECKasl PeaaTu3yeMoCcThb

HNupopmaninoHHble TEXHOJIOTHH, TEXHUYECKHE U IPOrpaMMHBIE CPEACTBA, CPEACTBA
U MEpBI 3alUThl UHPOPMAIUN TOJKHBI OBITh pEain30BaHbl Ha COBPEMEHHOM YpPOBHE
pa3BUTHUS HAYKU M TEXHUKU, HAYYHO 0OOCHOBAHBI C TOUKH 3PEHUS JOCTHKEHUS 33JaHHOTO
ypOBHS 0€30MacHOCTH MH(POPMAIIUH U TOKHBI COOTBETCTBOBATh YCTAHOBICHHBIM HOpMaMm
u TpeboBaHuAM 1o 6e3onacHocTH [1/]H.

C3I1I1 nomkHa ObITh OPUEHTUPOBAHA HAa PELICHUS], BO3MOKHbIE PUCKH AJI1 KOTOPBIX
U Mepbl MPOTHBOJCHCTBUS 3TUM pPHCKAM IMPOILIM BCECTOPOHHIOI TEOPETUYECKYIO H
NPaKTUYECKYIO IIPOBEPKY.



5.14. Cneunaau3anusi ¥ NpodeccuoHaTu3M

[Ipeanonaraer mpuBiedYeHHE K pa3pabOTKe CPEACTB U pean3alldd MEp 3allUThI
uHhOpMAIMU  CIICIMATU3UPOBAHHBIX OpTraHMW3aIuii, HamOoJee TOATOTOBICHHBIX K
KOHKPETHOMY BUJY JESITEIBHOCTHU MO obecneduennto 6ezonacHoctu [1J1H, MMEIOmux onbIT
MPaKTUYECKON padOThl U TOCYJAPCTBEHHYIO JIMIICH3UIO HA MPABO OKa3aHUs YCIYT B 3TOU
obnactu. Peanuzanusi aAMUHUCTPATHBHBIX MEP M SKCIUTyaTallds CPEJCTB 3aIUTHI TOJDKHA
OCYILIECTBISATHCA MPOPECCUOHAIBHO MOATOTOBICHHBIMU CIIEUATUCTAMU Y UPEKICHUS.

5.15. O0s3aTENBHOCTD KOHTPOJIS

[Ipeanonaraer 00s3aTEIBHOCTh U CBOEBPEMEHHOCTb BBISIBICHHUS W IPECEUCHHS
HOTIBITOK HApYIIEHUs YCTaHOBJIEHHBIX MpaBui o0ecnieuenus 0e3onacHoctu 1)1 Ha ocHOBe
UCIOJIB3YEMBIX CHCTEM U CPEACTB 3allUThl HMH(OpPMALMU TpPU COBEPIICHCTBOBAHUU
KPUTEPHUEB U METOJIOB OLIEHKU 3()(PEKTUBHOCTU ITUX CUCTEM U CPENICTB.

KoHTposb 3a AesITeNbHOCTHIO JTH000T0 MOJIb30BATENSI, KaX/10I0 CPEACTBA 3allUThI U B
OTHOLUEHUU JHO00ro 00bEKTa 3alIUThI TOJKEH OCYIIECTBIISITHCS Ha OCHOBE MPUMEHEHUS
CPEACTB OIIEPATUBHOIO KOHTPOJISL M PETUCTpPAlMd M JOJDKEH OXBaTblBaThb Kak
HECAHKLIMOHUPOBAHHBIE, TAK U CAHKIIMOHUPOBAHHBIE JCHCTBHS N10JIb30BATEIICH.



6.Mepbl, MeTOABI U CPeACTBA O0ecnevyeHsi TPedyeMoro ypoBHS 3allMIIEHHOCTH

OGecrieueHne TpeOyeMOro YpPOBHS 3alllMIIEHHOCTH JIODKHBI JIOCTUTaThCsl C
WCIIOJIb30BAHUEM MEpP, METOJIOB M CpeACTB Oe3omacHOCTH. Bce Mepwr obecrieueHus
oe3onacnoctu MCIIJIH moapasnensrorcs Ha:

® 3aKOHOJaTebHbIE (TIPABOBHIC);

® MOpaJbHO-3TUYECKHUE;

® OpraHu3alMOHHBIC (aIMUHUCTPATUBHBIC);

e (usnueckue;

e TEXHUYECKHUE (anmapaTHbIE U IPOrPaMMHBIE).

[lepeuenb BBIOpaHHBIX Mep oOecmedeHus Oe30MmacHOCTH oTpaxkaercs B Ilmane
MEpONpUATUI 1O obecrieueHunto 3amuThl [1/]H.

6.1. 3akoHonaTe/IbHBIE (IPABOBBIE) MePbI 3aIIIUTHI

K mpaBoBBIM MéepaM 3alUThl OTHOCATCS JAEHCTBYIOLIME B CTPAHE 3aKOHBI, YKA3bl U
HOPMATHUBHBIE aKThI, PErjaMeHTUpyolue npasuia odpamienus ¢ [1/1H, 3akpenstomue
npaBa M OOS3aHHOCTM YYACTHUKOB HWH()OPMAIMOHHBIX OTHOILIEHWH B Tpolecce ee
00pa0OTKH U UCTIOIb30BaHMS, @ TAK)KE YCTaHABIMBAIOIINE OTBETCTBEHHOCTD 33 HAPYILICHUS
TUX TMpaBWJjl, MPEMATCTBYS TEM CaMbIM HENPABOMEPHOMY HcCMOIb30BaHuio I[IJIlH u
SIBJISFOLLUECS CAEP)KUBAIOIIUM (DAKTOPOM I MOTEHIIUATIBHBIX HAPYILIUTENEH.

[IpaBoBbIE MephI 3aLIUTHI HOCSIT B OCHOBHOM YIPEXIAIOMINMA, NPO(UIaKTUYECKHM
XapakTep U TPeOYIOT MOCTOSIHHOW pPa3biCHUTENBHON paboThl C MOJB30BATEISIMU U
00CITyKMBAIOLIUM IEPCOHATIOM CUCTEMBI.

6.2. MopaiabHO-dTHYECKHE MePbI 321U ThI

K MopanpHO-3THUYECKMM MepaM OTHOCATCS HOPMbI TOBEACHHS, KOTOpbIE
TPaJMLMOHHO CIIOKWIACHh WM CKJIAJIBIBAIOTCS 110 Mepe pacnpocTpaneHus OBM B ctpane
Wi oOIiecTBe. DTHU HOPMBI OOJIBIIEH YACThIO HE SBISAIOTCA 00s3aTEIbHBIMHU, Kak
3aKOHOAATENHHO YTBEPXkICHHbIE HOPMATUBHBIE aKThI, OJHAKO, UX HECOOJIIOJIEHUE BENIET
OOBIYHO K MAJCHHUIO aBTOPUTETA, MPECTHKa YeJOBEKa, TPYNIbl JUI WIA OpraHU3aluu.
MopanbHO-3THYECKHE HOpPMBbI OBIBAIOT KaK HENUcaHble (Hampumep, OOIenpu3HAHHbIE
HOPMBI YECTHOCTH, MAaTPHUOTHU3Ma M T.I.), TAaK U NHUCaHbIE, TO €CTb O(OPMIIEHHBIE B
HEKOTOPbIN CBOJ (YCTaB) MPaBUII WU TIPEANUCAHUM.

MopanbHO-3THYECKHE MEpPbI 3alIMUTHI SBIAIOTCS MPOPUIAKTUYECKUMUA U TPEOYIOT
NOCTOSTHHOW pPa0OTHl MO CO3JIaHUIO0 30POBOTO MOPAIBHOIO KJiIMMaTa B KOJUIEKTUBAX
nojapaszeneHuid. MoOpallbHO-3TUUECKHME  MEpbhl  3alllUThl  CHUXKAIOT  BEPOSITHOCTH
BO3HUKHOBEHUSI HETAaTUBHBIX JCHCTBUI, CBA3aHHBIX C YEIIOBEYECKUM (PaKTOPOM.

6.3. OpranuzaumoHnbie (AAMUHUCTPATHBHbIE) MePbI 3aAIUTHI
OpranuzanuoHHble  (aAMUHUCTPATHBHBIE) MEphl  3alIUTBI - 3TO  MEphI

OpPraHM3aIlMOHHOTO XapakTepa, perjaMeHTHPYIOMIME MPOLEecChl (YHKIIMOHUPOBAHHUS
NCIIH, ncnons3zoBanue pecypcoB UCII/IH, nesrenpHOCTh 00CITYKUBAKOIIET0 NEpCcoHaia,



a TaKXe MopsAoK B3aumojiericTBus noJsibzoBareneid ¢ MCIIJIn Takum oOGpa3om, 4ToObI B
HAWOOJIBINIEH CTETNeHW 3aTPYJHUTh WIM HWCKIIOYATH BO3MOXKHOCTH pPEATU3alMH yTPO3
0€30MacHOCTH WM CHU3UTDH pa3Mep MOTEPh B CIydae UX peaanu3aliuu.

'maBHass wenb aIMUHUCTPATUBHBIX MEp, MPEANPUHUMAEMBIX Ha BBICHIEM
yIpaBJIEHYECKOM YpOBHE — C(OPMHUPOBAThH IMOJUTHKY HH(OOPMAIIMOHHONW O€30MacHOCTU
Il HAa ocHOBe «TexHmueckoro 3amaHums» U Otuera 00 oOcimemoBanuu WMCIIda»
(OTpaXkaroIIyro MOIXObI K 3a1uTe HHGOPMAINK) U 00ECIICYUTh €€ BHIMIOTHEHUE, BBIICTISS
HEO0OXOIMMBIC PECYPChl U KOHTPOJIUPYS COCTOSIHUE JEI.

Peanuzanus momutuku nadopmarmonnon 6ezonacHoctr [1/{a 8 UCIT/IH cocTosT u3
Mep aIMUHHUCTPATHUBHOIO YPOBHSI W OPTaHU3AIMOHHBIX (MPOUEIYPHBIX) MEP 3alUTHI
uHpopMaruu.

K agMuHMCTpaTUBHOMY YPOBHIO OTHOCSITCA PELICHUSI PYKOBOJICTBA, 3aTParuBarOIINe
nesirenbHoCcTh MCIT/IH B iesom. [IpumMepom Takux perieHuii MoryT ObITh:

® [PUHATHE PEHICHUS O (POPMHUPOBAHUHU WJIU MEPECMOTPE KOMIUIEKCHON MPOTPAMMBI
obecrieuenus 6ezonacHoctH [1JIH, onpeneneHne OTBETCTBEHHBIX 3a €€ pealn3alluio;

e (QopmynupoBaHue I1IeNei, IOCTAaHOBKA 3aJiad, OIpPEACICHUE HalpaBICHUN
nesTeIbHOCTH B 00nactu 0e3omnacHoctu [1]1H;

® [IPUHSTHE PEIICHUI 110 BOMIPOCAM peaan3alliy MporpaMMbl 6€30MacHOCTH, KOTOPbhIE
paccMaTpUBAIOTCA HA YPOBHE Y UPEKICHHUS B LIETOM;

e o0ecreueHre HOPMATUBHOM (TIPaBOBOIT) Oa3bl BOIIPOCOB OE30MACHOCTH U T.II.

[TonuTka BepxHEro YPOBHS JOJKHA 4YETKO OYEPTUTh cdepy BIUSHUS U
OTpPaHMYCHHS TP OIpeaeiaeHuu 1eneil OezomacHoctr II/[H, ompeaenuTh KakKuMHU
pecypcamu (MatepuangbHble, MEPCOHAN) OHU OYIyT IOCTUTHYTHI W, HAWTH pPa3yMHbIH
KOMIIPOMHCC MEXAYy IPUEMJIEMBbIM YPOBHEM O0€30MacHOCTH M (YHKIIMOHAIBLHOCTHIO
NCIIH.

Ha opranuzanmoHHOM ypOBHE ONpPEAESIOTCA MPOLEAYPhl U MpaBUia JOCTUKECHUS
1esae U perieHus 3a71a4 NoJMTUKU nHhopMannonHoi 6e3omacnoctu [1/lH. DT npaBuna
ONPENETSIOT:

® KakoBa 00JACTh MPUMEHEHUS MONUTUKH Oe3omacHocTu [1/1H;

® KaKOBBI POJM W OOS3aHHOCTH JOJDKHOCTHBIX JIMI[, OTBEYAIOIIHWE 3a MPOBEICHUE
noymtuku 6e3omacHoctu [1/]H, a Takke UX yCTAaHOBUTH OTBETCTBEHHOCTD;

e KTO MMeeT Ipasa gocryna K 11/1H;

e KaKMMHU ME€paMH M CpeJIcCTBaMu oOecrieunBaeTcs 3ammTa [1/1H;

® KakUMHU MEpaMH U CpEeICTBAaMU OOECMEeUUBAETCS KOHTPOJIb 3a COOJIOJICHHEM
BBEJICHHOTO peXrMa 0€30MacHOCTH.
Oprann3anoOHHbBIE MEPbI JOJKHBI:

® [IpeAyCMaTpuBaTh pErjJaMeHT HWH(POPMAIMOHHBIX OTHOIICHUHN, HCKIFOYAIOITUX
BO3MOXXHOCTh HECAHKITMOHUPOBAHHBIX JICUCTBUI B OTHOILIEHUH OOBEKTOB 3aIlUTHI;

® ONpeAeNsaTh KOATUIUOHHBIE U UEPAPXUUYECKUE TPUHLIUITBI U METOJIbI pa3rPaHUYCHUS
nocryna k [1J1H;

® ONpENeNsATh MOPSIOK pabOThl C MPOTPAMMHO-MATEMATHICCKUMHA U TEXHUUYECKUMHU
(ammapaTHbIE) CpeACTBAMM 3allldTBl W KPUOTO3AIIUTBHI W JPYTUX 3allUTHBIX
MEXaHU3MOB;



e opranuzoBatb Mepbl mnpotusBoxaevictBus HCJ] mnonp3oBaTenssMu Ha 3Tanax
ayTeHTU(PUKaLUKU, aBTOPU3aLMU, UIACHTU(UKAIMK, OO0ECHEUYHBAIOIINX TapaHTUU
peanu3alyy MpaB U OTBETCTBEHHOCTH CYOBEKTOB MH(DOPMAIMOHHBIX OTHOIICHHH.
Opranu3anmoHHbIE MEPBI JOJIKHBI COCTOSITh U3:

e peryiameHTa nocrymna B nomenienust UCII/IH;

® [OPSJIOK JOMYyCKa COTPYIHUKOB K UcnoJib3oBaHuto pecypcoB UCII/IH Yupexaenus;

® perjiaMeHTa MpOIeCCOB BeleHUs 0a3 JAaHHBIX W OCYIIECTBICHUS MOIU(PUKALUN
UH(GOPMAIIMOHHBIX PECYPCOB;

® perjaMeHTa TMpoILEecCOB OOCIY)KMBAaHUS W OCYUIECTBICHUS MOAUPUKAIMH
annapaTHbIX 1 nporpaMMHbIX pecypcoB UCII/H;

e uHCTpykIui nonb3oBarene UCIIIn (ammunnctparopa UCIIIH, agmMmuHucTpaTopa
oe3onacHoctu, oneparopa UCII/In);

® HHCTPYKIUU I10JIb30BATENIEN IPU BOSHUKHOBEHUH BHEIUTATHBIX CUTYAIUH.

6.4. ®u3nvecKue Mepbl 3aUTHI

PuU3NYECKHUE MEPHI 3alIUTHl OCHOBAHbBI HA TPUMEHECHUH PA3HOTO POJIa MEXaHUYECKUX,
DIEKTPO-WIA  BJIEKTPOHHO-MEXaHUYECKUX YCTPOMCTB U COOPYKEHUHU, CIEHHAIBHO
NpeAHA3HAYCHHBIX I8 CO3JaHus (PU3MYECKUX TMPEMSITCTBUA Ha BO3MOXHBIX MYTAX
IIPOHUKHOBEHUS U JIOCTYNa MOTCHIUAIBbHBIX HAPYLIUTEIEH K KOMIIOHEHTaM CHUCTEMBI U
3ammuInaeMor nHGOpMalUK, a TaK)Ke TEXHUUYECKUX CPEACTB BHU3YyaJbHOTO HAOJIOICHMUS,
CBSI3U U OXPAHHOM CUTHAIU3AIUY.

duznueckas 3amuTa 31aHUM, TOMEIIEHUH, 00BEKTOB U CPEJACTB MH(POpPMATHU3AINH
JIOJKHA OCYILIECTBIATHCA NMYTEM YCTAHOBJIEHUS COOTBETCTBYIOIIMX IOCTOB OXPaHBI, C
MOMOIIBI0 TEXHUYECKUX CPEJICTB OXpaHbl WM JIOOBIMH JPYTHMH  CIIOCOOaMU,
MIPEIOTBPALIAIOMINMY WJIM CYLIECTBEHHO 3aTPYIHSIOIIMMHU INPOHUKHOBEHHUE B 3JIaHUE,
MOMEIIEHUs] TOCTOPOHHUX JIUII, XUIIEHUE WHPOPMAITMOHHBIX HOCUTEJIEH, CaMUX CPEICTB
uH(pOpMaTH3alUN, UCKITIOYAIOIIUMH HAXO0XK/IEHNE BHYTPU KOHTPOJIUPYEMOH (OXpaHSIEMOii)
30HBI TEXHUYECKUX CPEACTB PA3BEIKH.

6.5. AnnapaTHo-nporpamMMHbie cpeacTBa 3amuThbl [1{n

Texnuueckue  (ammapaTHO-IPOTpaMMHBIC) MEpPHI  3allUTBl  OCHOBAaHBI  Ha
WCITOJIb30BAaHUN PA3IMYHBIX JJICKTPOHHBIX YCTPOWCTB U CHCIHANBHBIX IPOTPAMM,
Bxoasumx B cocrtaB MCII/IH ¥ BBIMOMHAIOMMUX (CaMOCTOSITEIFHO WJIM B KOMILIEKCE C
IPYTUMHU  CpeACTBaMU) (YHKIIUU 3alUThl (MACHTUPUKALUIO U ayTeHTU(DHKAIUIO
MOJIB30BATENICH, pasrpaHUYCHHE JIOCTylMa K pecypcaM, PETHCTPAldI0  COOBITHIA,
Kpunrorpadguueckoe 3aKpbiTie HHHOPMAITUH H T.11.).

C yderoMm Bcex TpeOOBaHWI W THPUHIMIIOB oOecmedeHus: Oe3omacHoctu [1/[H B
HUCIIIn mo BceM HampaBlIEHUSIM 3alIUThl B COCTAB CHUCTEMbI 3aIUTHI JIOJKHBI OBITH
BKJIFOUEHBI CJICIYIONINE CPEICTBA:

e cpenctBa uaAeHTHU(UKAIUKM (OMO3HABAHWA) W ayTeHTU(PUKAIMU (TOATBEPKICHUS
noyIMHHOCTH) noJib3oBareneid UCIIH;

® Cpe/CTBa pa3rpaHUUYEHUs AOCTYIA 3aPErUCTPUPOBAHHBIX MOJIb30BATENIEH CUCTEMBI K
pecypcam UCIIIn Yupexaenus;



cpeactBa  o0OecnedyeHHs U KOHTPOJS  LEJIOCTHOCTM — IPOrPaMMHBIX U
MH(POPMALIMOHHBIX PECYPCOB;

CpEICTBA ONEPATUBHOIO KOHTPOJIS U PETUCTPALIMU COOBITUI O€30MacCHOCTH;
KpunTorpaduueckue cpeactsa 3ammrsl [1/]H.

Ycnemnoe NpuMEHEHNE TEXHUYECKUX CPEJICTB 3alllUThl HA OCHOBAHUH IPUHIIUIIOB

(pa3men 5) mnpeanosiara€T, YTO BBIIOJHEHHUE IIEPEUYUCICHHBIX HIKE TpeOOBaHUMI
0o0ecre4eHo OpraHu3alMOHHBIMU (3AMUHHCTPATUBHBIMU) MEpaMH U HCHOJIb3yEMbIMU
(buU3HMYECKUMU CPECTBAMU 3aAIUTHI:

oOecrieueHa ¢uszndeckas 1e’a0cTHoCcTh Beex komnoneHT MCIIx;

KaXIbld coTpyaHuk (monb3oBarens MCII/IH) uiu rpynma moJsib3oBaresieid MMeeT
YHUKaJIbHOE CUCTEMHOE MUMS M MUHUMAaJIbHO HEOOXOAMMBIC ISl BBIMIOJHEHUS UM
CBOMX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEW MMOJHOMOYMS IO JOCTYIy K pecypcam
CUCTEMBI;

BCE U3MEHEHHUS KOHPUTYpalluh TEXHMUYECKHX U mporpammubix cpeactB MCII/Ix
MPOU3BOJATCS  CTPOTO  YCTAHOBJICHHBIM  TOPSAKOM  (PETUCTPUPYIOTCS U
KOHTPOJIUPYIOTCSI)  TOJBKO HAa  OCHOBAaHMM  PACIOPSDKEHHM — PYKOBOJICTBA
Yupexnaenus;

ceTeBOoe 00opyaoBaHue (KOHIIEHTPATOPHI, KOMMYTATOPhI, MAPIIPYTU3ATOPHI U T.I1.)
pacriojaraeTcsi B MeCTaX, HEIOCTYIHBIX I TMOCTOPOHHUX (CHEIUaIbHBIX
MoMeIIeHusIX, mKkadax, u T.11.).

CHEHUAIMUCTAMU  YUPEKICHUS OCYIIECTBISIETCS HEMPEPhIBHOE yIpaBJIEHUE U
aIMUHUCTPATUBHAS TIOJIIEPKKa GYHKIIMOHUPOBAHUS CPEJICTB 3AIUTHI.



7. Kontpoas 3¢ dexkTuBHocTH cucTemMbl 3amuThl UCII /I BoabsHuubl

Kontpoas adpdextuBnoctr C3IIJIH m0KEH OCYIIECTBIACTCS HAa MEPUOAMYECKON
ocHoBe. llenmpto KoHTpoNs d3PGEKTUBHOCTH SIBISETCS CBOCBPEMEHHOE BBISBIICHUC
HeHaexanux pexuMoB padbotel C3IIJIH (oTKIIOUEHHE CPEACTB 3alllUThI, HAPYIICHUE
PEKHMMOB 3alllUThl, HECAHKIIMOHUPOBAHHOE H3MEHEHHE PEXKMMa 3alluThl U T.I.), a TakK
MIPOTHO3UPOBAHUE U ITPEBEHTUBHOE PearupoBaHue Ha HOBBIE yrpo3bl Oe3onacHoctu [1J[H.

KoHTpoas MOXeT MpoBOAUTHCS Kak aaMuHUcTpaTopamu OezomacHoctH WCIIAH
(omepaTUBHBIN KOHTPOJIb B mpolecce nHpopmarimonHoro Bzaumoeicteust B UCII/InH), Tak
YU TPUBJIEKAEMBIMH JUISI 3TOM LEIM KOMIICTCHTHBIMH OpPraHHU3alUsIMH, WMEIOIIUMU
JIMLICH3UIO Ha 3TOT BUJ JiesiTebHOCTH, a Takke DCTIK Poccuu u ®Ch Poccun B nipeaenax
UX KOMIIETCHIINH.

KoHTpoap MOXKET OCYIIECTBIATHCS aJIMHHUCTPATOPOM O€30MacHOCTH Kak C
MIOMOIIIbIO IITATHBIX CPEJICTB CUCTEMBI 3aUThI [1/[H, Tak ¥ C MOMOIIBIO CIEHHATBHBIX
MPOTPAMMHBIX CPEJICTB KOHTPOJIS.

Onenka 3¢ dexTuBHOCTH Mep 3amuThl [IJ[H MpoBOAUTCA C HCHOJb30BAHUEM
TEXHUYECKUX W MPOTPAMMHBIX CPEACTB KOHTPOJSA HA NOPEAMET COOTBETCTBUS
YCTaHOBJICHHBIM TPEOOBaHUSIM.

8. Cepnl oTBeTCTBEHHOCTH 32 Oe3onacHocTh I1/{H

OTBETCTBEHHBIM 32 pa3pabOTKy MEep M KOHTPOJIb HaJ oOecrneueHueM 0e30MacHOCTH
NEPCOHANIBHBIX JAaHHBIX SIBISETCS PYKOBOAUTENb bBONbHUIBL. PyKOBOAWTENb MOXKET
JIeJIETUPOBATh YacTh MOJTHOMOYHUH M0 00ECIeYeHn 0 0€3011aCHOCTH EPCOHAIBHBIX IAHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOJUTENS BKIIOYAET CIEAYIONIME HaNpaBJICHUS
obecneuenus 6e3omacHocTu I1/1H:

e [lnanupoBaHue u peanu3zaius Mep o odecrneueHuto 6ezomacHoctu [1/1H;

e AmnHanu3 yrpo3s 6ezonacuoctu [1]1H;

e Pa3palboTky, BHEApEHHE, KOHTPOJIb HCIOIHEHUS M TOJJIEPKAHHE B aAKTyaJIbHOM
COCTOSSHUHA TOJUTUK, PYKOBOJACTB, KOHLENIHI, NPOLUEAYpP, PEIrJIAMEHTOB,
WHCTPYKIIMH W JAPYTHMX OPraHU3alMOHHBIX JIOKYMEHTOB MO OOECIEYEHUIO
0e301acHOCTH;

o Kontpomns 3amumennocta UT uadpactpykrypst Komnanuu ot yrpos Ub;

e OOyuenue u nnopmuponanue nonp3zosateneit UCIIJIH, o mopsanke pabotsl ¢ 1]
U CPEJICTBaMHU 3alIUThI;

e [lpengorBpaiieHue, BBISIBICHHE, pPEarupoBaHUE M PACCIEIOBAHHME HAPYIIECHUN
oe3onacuoctu [1JIH.

[Ipu B3auMOAEWCTBMM CO CTOPOHHUMH OpraHu3alusMd B ClydasX, Korja
COTPYJIHUKAM 3TUX OpraHU3aINi MPEJOCTaBISETCS JOCTYI K 00bEeKTaM 3aIuThI (pasnen 3),
C OTUMM  OpraHU3alMsIMU  JIOJDKHO  ObITh  3akimioueHo — «CornameHue o
KOHGUACHIMATBEHOCTY, 100 «Cornamenue o cobmoaeHnn pexxuma oezonacHoctu 111
npu BeinosHeHUH padot B UCI Tn».

[ToAroToBKa TUMOBBIX BAPUAHTOB 3TUX COTJIAIICHUMN OCYILIECTBIISETCS COBMECTHO C
FOpuctom.



9. Moaeab HapymuTeJisi 0€30aCHOCTH

HOI[ HapyHoInuTCJICM B BOJII)HI/IHG IMIOHUMACTCA JIMIO, KOTOPOC B PC3YyJIbTATC

YMBINIJICHHBIX VI HEYMBIUICHHBIX JIEHCTBUA MOXKET HAaHECTH yIiepO 00OBEKTaM 3allUThI
(paznen 3).

Hapymwmrenn nogpaznensrorcs no mnpuszHaky npunHaminexsHoctd k WMCIIH. Bcee

HapymuTCIIN ACJIATCA Ha ABC I'PYIIIBI:

BHEIIIHME HApyIIUTENId — (PU3NYECKUE JIMIla, HE UMEIOLUE MpaBa MpeObIBAHUS Ha
TEPPUTOPUHA  KOHTPOJUPYEMOW 30HBI, B IIpelesiax KOTOPOM pa3MelaeTcs
o6opynosanue UCII/IH;

BHYTPEHHHE HApYIIUTEIU — (PU3UMYECKHUE JIMIA, UMEIOLIME MPaBO MPEObIBAaHUS HA
TEPPUTOPUHA  KOHTPOJMPYEMOW 30HBI, B IIpelesiax KOTOPOW pa3Meliaercs
o6opynoanue UCII/IH.

Knaccudukanus HapymwuTeneil mnpeactaBieHa B AHAJIUTUYECKOM OOOCHOBaHUU

Heobxoaumoctu coznanus C3I1JJn Moaens HapymuTess.

10. Moaeab yrpo3 6€30nacHOCTH

s UCIIJa BosbHULIBI BBIAETAIOTCS CICAYIOIIME OCHOBHBIE KAaTETOPUU YIPO3

0e30IacHOCTH IICPCOHAJIbHBIX JAHHBIX:!

VYTpo3bl OT yTEUKHU MO TEXHUYECKUM KaHAJIaM.

YTrpo3bl HECAHKIIMOHUPOBAHHOTO IOCTyNa K MH(GOpMaIUK:

Yrpo3el yHWUYTOXKEHUS, XHIIeHWs annapaTHeix cpeacts MCII[AH Hocutenei
uHdopmaruu nyrem gusznyeckoro goctyna k snementam UCIITH.

VYrpo3bl XuleHUsl, HECAaHKIMOHUPOBAHHON MOAM(PUKALMA WIH OJIOKUPOBAHUS
uHdopmaruu 3a cuer HecaHkimoHupoBanHoro aocryna (HCJ]) ¢ mpumenenuem
IPOrPaMMHO-AMIAPATHBIX U MPOTPAMMHBIX CPEIACTB (B TOM YHCIE NPOrpaMMHO-
MaTeMaTHICCKUX BO3ACHCTBHIA).

VYTpo3bl He TpeTHaMepPEHHBIX JIEHCTBUIM MOIb30BaTENeH U HAPYIICHH 6€30MacHOCTH
dbynkuuonuposanus UCIT/In u C3I1/Ix B ee cocTaBe n3-3a cO0OEB B MPOTPAMMHOM
o0ecrieyeHnr, a TakXe OT Yrpo3 HEaHTPONMOreHHoro (cOoeB ammapaTypbl H3-3a
HEHAJIeKHOCTHU 3JIEMEHTOB, COOEB 3JIEKTPONUTAHUS ) U CTUXUMHOTO (YAapOB MOJIHUM,
110’KapOB, HABOJHEHMI H T.I1.) XapakTepa.

YTpo3sl IpeIHAMEPEHHBIX IEUCTBUN BHYTPEHHUX HAPYLIUTEIIEH.

YTrpo3bl HECAHKIIMOHUPOBAHHOTO J0CTyTa MO KaHAJIaM CBSI3H.

Onucanue yrpo3, BEpOSITHOCTh HX peaju3alli, OMAacHOCTb W AaKTyaJbHOCTb

IpeACTaBICHbBl B AHaIUTHYECKOM 00O0CHOBaHMU HeoOxomumoctu cosmanms C3II/x 1.
Mogens yrpos.



11. Mexanusm peanu3zanun Konuenuuu

P cajin3anusa KOHHCHHI/II/I OOJDKHA OCYHICCTBIIATHCA HAa OCHOBC IICPCIICKTUBHBIX IIPOIrpaMM U
IJIAHOB, KOTOPBIC COCTABJIAIOTCA HAa OCHOBAHUHU X BO UCIIOJIHCHHC!

dbenepaabHbIX 3aKOHOB B 00J1acTH oOecreueHus] HHPOPMAITMOHHON O€30MMacHOCTH U
3alIUTHl THPOPMAIUH;

noctanoBiennit [IpaBurensctBa Poccuiickont Penepannu;

PYKOBOJISIINX, OPTaHU3AIMOHHO-PACTIOPSAUTEIIBHBIX U METOANYECKUX JOKYMEHTOB
OCTIK Poccumn;

notpedbnocteit UCII/In B cpencTBax obecrnieueHus: 6e30mnacHocT HHGOpMaIUK.
12. Oxunaembiii 3¢ ¢exT ot peanuzanun Konuenmun

Peanuzarus Konneniuu 6e3omacaoctu [1J1a 8 UCIIIH mo3BoauT:

olleHUTh cocTosHue Oe3zonacHoctu uHpopmaruu WCIIH, BBISIBUTH HMCTOYHUKHU
BHYTPEHHUX M BHEIIHHUX YIpo3 HWH(OPMAIMOHHOW O€30MacHOCTH, OIPEAEIIUThH
MIPUOPUTETHBIC HAIIPABIICHUS MPEIOTBPAICHHUS, OTPAXKEHUS U HEUTpAIU3alUU 3TUX
yrpos;

pa3paboTaTh paCHOPAIUTENIBHBIE M  HOPMAaTUBHO-METOJAMYECKUE JTOKYMEHTHI
npuMenuTenbHo K UCIIIH;

YCTaHOBUTH YpoBeHb 3amuinenHoctu UCII/IH;

MPOBECTH  OPraHU3aLUOHHO-PEKUMHBIE M  TEXHUYECKHE MEPONPUSITUS IO
obecrnieuenuto 6e3omnacHoctu 11 8 UCII/IH;

o0ecreyuTh He0OX0IUMBIN YPOBEHb O€30MaCHOCTH OOBEKTOB 3aIUTHI.
OcyIIecTBICHHUE 3TUX MEPONPUATUM 00ECTICUUT CO3/IaHUE €ANHOM, 1IEJIOCTHON 1

CKOOPJIMHUPOBAaHHOW cucTteMbl HH(popMannonHoi Oe3zomacHoctu MCII[In u cozmact
YCJIOBHS IS €€ JaNbHEUIIEr0 COBEPIICHCTBOBAHMS.



13. ClInCcoOK MCIOJIB30BAHHBIX HCTOYHUKOB

OCHOBHBIMM HOPMATHBHO-TIPABOBBIMH ¥ METOAMYECKHMH JTOKYMEHTaMH, Ha
KOTOPBIX Oa3upyercs HacTosee [lonoxenue sBIsIIOTCS:
1. ®enepanbubliii 3akoH oT 27.07.2006 1. Ne 152-D3 «O nepcoHaIbHBIX TaHHBIX» (J1ajiee —
@3 «O mepcoHaNbHBIX JAHHBIX»), YCTAHABIUBAIOUIUN OCHOBHBIE MPUHIIMIIBI U YCIOBUS
obOpabotku I1/lH, mpaBa, 00S3aHHOCTH M OTBETCTBEHHOCTh YYACTHHKOB OTHOIICHUH,
CBsI3aHHBIX ¢ 00padoTkoi [1JIH.
2. «Ilonoxxenue 00 0COOEHHOCTSIX 00paOOTKU MEPCOHATBHBIX JAHHBIX, OCYIIECTBISIEMOM
0e3 UCHOoJIb30BaHUSI CPEACTB aBTOMaTH3alUUW», YyTBepxkAeHHoe IloctaHoBIEHHEM
[TpaButenscTBa PO ot 15.09.2008 1. Ne 687.
3. «TpeboBaHuUs kK MaTEpUATBLHBIM HOCUTEISIM OMOMETPUYECKUX MEPCOHATBHBIX JaHHBIX U
TEXHOJIOTUSIM XPAHEHMsI TAKMX JIaHHBIX BHE WHOOPMAIMOHHBIX CHUCTEM MEPCOHATBHBIX
JaHHBIX», yTBepKaeHHbIe [TocTanoBinennem IIpaBurensctBa PO ot 06.07.2008 r. Ne 512.
4. HopmMaTUBHO-METOIMYECKHE TOKYMEHTHl DeepaibHON CIIy:)KObl IO TEXHUYECKOMY U
sKcrepTHOMY KOHTposito Poccuiickoit ®denepanuu  (manee - DPCTIK Poccum) mo
obecneuennto Oe3onacHoctu I1/1n npu ux o6padotke B UCIIIH:
5. TlocranoBnenue I[IpaBurensctBa PO ot 1 HOoa0ps 2012 r. N 1119 "O6 yrBepxkeHun
TpeOOBaHMI K 3alIUTE MEPCOHAIBHBIX JIAHHBIX MPU MX 00paboTKe B MH(OPMAIMOHHBIX
CHUCTEMAX MEPCOHATBHBIX JAaHHBIX"
6. [loctanosnenue IlpaBurensctBa PO ot 21 mapra 2012 r. N 211 "OO0 yrBepxaeHun
nepeyHss Mep, HamnpaBJCHHBIX Ha  OOECMEUECHHE  BBIMOJHEHUS  OOS3aHHOCTEH,
npeaycMoTpeHHbix denepanbHbiM 3aKkOHOM 'O MEpCOHATBHBIX JAHHBIX' W MPUHATHIMU B
COOTBETCTBUM C HUM HOPMATUBHBIMU MPABOBBIMU aKTaMHU, OIEPATOPAMHU, SBISIOIIMMUCS
rOCyJIapCTBEHHBIMU UJIM MYHUIIUITAIbHBIMU OpraHaMu'.
7. Meronnueckne peKOMEH/IalUU JIJIsl OpraHU3alliy 3auThl THGOpMAIMK TIpU 00padoTKe
NEPCOHANIBHBIX JAHHBIX B YUPEKACHUSIX 3PaBOOXPAHEHUS, COLIMANBHON chephl, Tpyaa U
3aHATOCTU (YTB. MMHHCTEpCTBOM 3/IpaBOOXPAHEHUS W COLMAIBHOrO paszButus PO 23
nekaops 2009 r.).
8. denepanbHbIi 3aKOH 00 OCHOBAX OXpPaHbl 3I0pOBbs TpaxaaH B Poccuiickoil dpengepanuu
Ne 323-®3 or 21.11.2011 1.



